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Module 2 - Installation & Architecture

Default server roles

O A Genetec server role runs within:
The SQL service

a)
b)
c)
d)
e)

The Genetec Server service
The roles’ own Windows service

The DHCP service
None of the above

O Match the following default server roles to their descriptions:

Role

Report Manager

Access Manager

Zone Manager

Media Router

Sz LPR Manager
Q Directory
[ e Health Monitor
:;:;‘t Archiver

oy

- Map Manager

Description

a) Monitors the health of system entities to populate a Health database
b) Manages video units and records video archives
¢) Manages Zones (groups of inputs)

d) Manages door controllers and records door events in a database

e) Manages the system configuration database and accepts client
connections

f) Manages all map resources (images, GIS servers, KML objects)

0) “Understands” the network topology to route video packets from
source to destination

h) Manages Sharp LPR cameras and maobile Patrollers

i) Manages and executes the automation of reports

O What is the difference between a Main server and an Expansion server?
A Main server is found only in a single server system while Expansion servers are found

a)

b)
c)

d)

e)

only in multiple server systems.

A Main server runs only the Directory role. All other roles must run on Expansion servers
A Main server is, by definition, the most powerful computer in your pool of servers.
Expansion servers are less powerful (in terms of CPU, RAM, etc)

A Main server is a Genetec server hosting the Directory role. An Expansion server is a
Genetec server that doesn’t host a Directory role

There is no difference between a Main server and an Expansion server
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Client software installation
Security Center 5.x client installation

O Ensure that you have a valid IP address and that you can ping the server
U Navigate the contents of your USB flash drive to the path:
.\Security Center 5.x\

U Right click the file setup.exe and select Run as administrator

Home Share View Manage
®0gc,.. W X=
= Copy path ‘

| [ Newitem ~ 2 ®lopen~ [H selectall

dI2B= ApplicationTools  \SHARE\Genetec\ SOFTWARE\Security Center 5.6\Security_Cent.. = O

\ —, .
. -‘a Easy access v A Edit 27 Select none
Copy Paste Move Copy Delete Rename New Properties om
[ Paste shortcust  goe  tov - folder - # History g Invert selection
Ciipboard Organize New COpen Select
@ * 1T L « SOFTWARE » Security Center5.6 » Security Center_v_5_6_GA_b723 77 Full » v & Search Security_Center v 56_... 0
J. _SOFTWARE A Name : Date modified Type Size
EVO-SMC Upgrade Tool
s paere oo . Documentation 3/30/2017 5:56 PM  File folder
). Free-Flow ;
¥ U 4. SC Packages 3/30/20176:30PM  File folder
c
setup.exe 3/30/2017 1229 PM  Application
Ji MissionControl 2.2.484 |G setup i
). MShotfixes
. Omnicast 4.8 Build 3280.29 (SR8)
. Plate Reader Cloud 6.0 |9 IR

J. SC Mobile 4.0 SR1

J. Security Center 5.6

4. Tools v
3items 1item selected 470KB

U Follow the InstallShield wizard to install the Security Center 5.x client software

O Allow the installer to install any prerequisite software (.NET, Visual C++, Windows hotfixes...)

If the .NET framework must be installed, be patient, it takes some time

.NET Framework 4.6.2 Setup
Please wait while the .NET Framewaork is being installed. .NET

File security verification:

Al files were verified successfully.

Installation progress:

Installing .NET Framework 4.6.2

Cancel

And, it requires a reboot before continuing with the Security Center installation

Warning:
You must restart your computer to complete Microsoft NET

Framework 4.6.2 installation. After restart, run Genetec™ Security Center
Installer installation again.
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O Once the installer is ready to install the Security Center 5.6 components, make sure that Server is
unselected and that only Client is selected

(v] Genetec™ Security Center Installer Installation

Custom Setup

[=I[w Security Center

EI[W]Client

[¥I]Config Tool

[ 5ecurity Desk
[server

= ]Omnicast Compatibilty Packs
[ClOmnicast Compatibiity Pack 4.6

0 When prompted, agree to participate in the collection of system usage information (Participate, or
participate anonymously)

v Genetec™ Security Center Installer Installation -

Help Improve Genetec™ Products

O Allow the configuration of the firewall rules.

O From the Security Settings page, select Custom (Advanced), then:
O Always validate the Directory certificate
O Turn off basic authentication
O | acknowledge...

O Follow the prompts to complete the client installation

Test Client Installation

U Test your client software by launching your Config Tool application.
L Once the Main server installation is complete, try to connect to the server using:
User: AdminPassword: (none)Directory: Name or IP of the server
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Main Server software installation (as a group)
Security Center 5.x Main Server installation

U Ensure that you have a valid IP address on the same network as the client workstations
O Navigate the contents of your USB flash drive to the path:
.\ Security_Center_v_5_x..\

O Double click the file setup.exe
Follow the InstallShield wizard to install the Security Center 5.x server software
O Allow the installer to install any prerequisite software (.NET, Visual C++, Windows hotfixes...)

If the .NET framework must be installed, be patient, it takes some time
a Microsoft NET 2015 [ x|

O

MET Framework 4.6.2 Setup
Please wait while the .NET Framewark is being installed. .NET

File security verification:

All files were verified successfully,

Installation progress:

Installing .MET Framework 4.6.2

Cancel

And, it requires a reboot before continuing with the Security Center installation

Genetec™ Security Center Installer Installation -

I.’-_-\.I Warning:
RaY' Vou must restart your computer to complete Microsoft NET
~ Framework 4.6.2 installation. After restart, run Genetec™ Security Center
Installer installation again.

O Once the installer is ready to install the Security Center 5.6 components, make sure that Client is
unselected and that only Server is selected (optional: select the Config Tool client if you want)

(v Genetec™ Security Center Installer Installation -

Custom Setup

[=I[w] Security Center
= ]Client < required to run Security
[CCorfig Toal
[5ecurity Desk
[¥]5erver
=[] Omnicast Compatibility Packs
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a

In the Installation Type page, select the Main server option, and click Next.

(v Genetec™ Security Center Installer Installation .

Installation Type

In the Help Improve Genetec Products page, select Yes, | want to participate but anonymously.
Click Next.

In the Database Server page, select one of the following options:

e Install a new database server (if no SQL server has already been installed)

e Use an existing database server (if an SQL server has already been installed)
In the Services logon parameters page:

e Use default username and password

In the Server parameters page:

e Server password: training

In the Firewall rules page:

e Allow Genetec Security Center to create necessary firewall rules

In the WinPcap Installation page:

e Install WinPcap

In the Security Settings page, select Custom (Advanced), then:

O Always validate the Directory certificate

O Turn off basic authentication

O | acknowledge...

Hit next, and allow Genetec Security Center 5.x server to complete installing

You may be prompted to reboot depending on the Windows prerequisites installedYou may be
prompted to reboot depending on the Windows prerequisites installed

At the end of the installation, allow the Installation wizard to launch the Server Admin
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& Genetec™ Security Center Installer Installation

Installation Completed

y installed Genetec™ Security Center

% Launch Server Admin.

M Connect me to GTAP for the latest update now

Q Enter training as the Server Admin password and click Log on

@@|G http://localhost/Genetec/Overview 0~ C| (v] SecurityCenter ServerAdmin |

Cenfer

Server Admin

O You should be alerted that no license was found, click Modify
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September 22, 2016

Details

O Use either the Manual activation to download your license with a browser or the Web activation to
download your license without a browser. (Ask your trainer)
O Once the license has been applied, it will take a few moments for the Directory to start.

& - Overvi . .
(\J‘ZD@|° hitp://localhost/Genetec/Overview P~-c || & SecurityCenter ServerAdmin | |

® Database @ Directory @ License

License Connection settings

Security Center 5.5 Local machine only

October 31,2016 sscscccse

DEM-160503-657443 Genetec Inc. HQ

O Wait until all 3 indicators (Database, Directory and License) are green and ready
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Initial Main Server configuration (as a group)

U Open a browser on one of the workstations and log in to the Main server’s Server Admin:
https:// /Genetec

O Inthe Server Admin, click the link at the top of the page to access the Database properties

& SecurityCenter ServerAc: X

& > C Y | A b#rs//vmsrv2.local/Genetec/Overview

center ® Directory @ License
Server Admin Re ~ 5

<
Overview

License Connection settings

Servers 3 e e erver adn ~mot c
Security Center 5.5 Local machine only

® VMSRV2

October 31,2016

O Under Directory’s database connection properties, click Backup/Restore

center ® Database @ Directory @ License
Server Admin e B B

Overview Actions v

3 Servers Directory
® VMSRV2 e e
(local)\SQLEXPRESS

Directory Backup/Restore

+ & B8

O Note the backup Destination folder and click Backup now
O Once the database backup has completed successfully, click Clear completed tasks

Show progress

Database backup B eted
omplete

Clear completed tasks OK

O Click OK
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U Click the Database properties button

Actions v

Directory

(local)\SQLEXPRESS

Directory Database properties

O Modify the Backup Destination folder to the path C:\Backup
O Select Enable automatic backup
O Configure the automatic back schedule to run every day at 01:00 and to keep 14 backup files.

Backup

C:\Backup
Compress backup file

¥ Enable automatic backup

Every day backup file(s)

O Click OK. Click Save.

O Below the Directory’s database properties, configure the following:
0 Keep incidents for 60 days
0 Keep audit trails for 120 days
0 Keep alarms for 90 days

(local)\SQLEXPRESS

Directory

+ = B8 = 9
Indefinitely

Indefinitely

Indefinitely

U Click Save
U Under Network, select only 1 network interface and unselect any others

¥ 192.168.100.68 - Ethernet 2

2001:0:5ef5:79fd:56:fbfe:7678:ae e - Teredo Tunneling Pseudo-
Interface
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O Click the Overview menu button

o SecurityCenter Serverfd: X
< (] 0 A b1/ /vmsrv2.local/Genetec/Overview

center ® Database @ Directory @ License

Server Admin

£
Liense

Servers Package name
Security Center 5.5
® VMSRV2

O If an email server is available on the network, complete the SMTP configurations in the SMTP
section of the page. Click Save
O Click the License menu button at the top of the page. Validate your license for the following:

Feature Supported Not supported Quantity

Remote Security Desk

Number of Security Desk connections

Security Center Compact

Number of cameras

Number of readers

Number of LPR Managers

Oojojojooojo
Ojojooooo

Number of mobile devices

O Click Close
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Module 3 - Access Control Hardware

Understand your hardware

Before proceeding with the software configuration of your hardware door controller, you first need to
understand the hardware unit itself.

Complete the following information:
Manufacturer:
O H.ILD.EVO or, legacy VertX or, Edge

0 SMC/ Synergis Cloud Link / Appliance
Q Other:

Model:

MAC address:

IP address:
Webpage authentication User: !/ PW:
Enrollment authenticationUser: /| PW:

Identify the following physical connection points on your controller. If your unit does not have some of these
connections, cross them off the list:

Reader 1
Reader 2

Door Monitor 1
Door Monitor 2
REX 1

REX 2

Strike Relay 1
Strike Relay 2
Aux Relay 1
Aux Relay 2
Tamper Input
AC Fail Input
Battery Fail Input
Power
Ethernet

[ Iy Iy




Retention period for access events

Before adding your access control hardware units, validate the retention period used in the access
manager’s database:

U Config Tool > Access Control task - Access Manager — Properties

# Config Tool @ Access control

@ Rolesand units % Cardholders and credentials Accessrules %o Badge templates [l General settings B 7 Access Manager

Y] = & ® L

4 ™ SY16-B1D72BYAFC Identity | Propemies = Extensions Resources

Keep events: () Indefinitely

@® For |90 3 | days

¥ Enable peer to peer P Requires Softwire 10.2 and later
¥ Enable global antipassback P Require e 10.3 and later

~

+ Access controlunit ¥ D€ Delete F% Unit enrollment €» Maintenance v

U Scheduled backups of the access manager’s database can be configured from its Resources tab:

# Config Tool B Access control
® Rolesand units % Cardholders and credentials Accessrules %o Badge templates [ General settings B 2 Access Manager

=} * L
4 ® SV16-B1D72BIAFC Identity Properties  Extensions | Resources

o~ B
o Access Manager o

2 K Sv16-B1D72B9AFC

Database status:
Database server: | {local)\SQLEXPRESS
Database: | AccessManager v &
Actions: s Create a database 2 Notifications

€ Delete the database X Resolve conflicts

P Database info = Backup/Restore

= Access controlunit ¥ € Delete 1 Unit enrollment €» Maintenance v
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Discovering and adding access control units

Access Manager — Extensions

Before any doors can be created, the (hardware) door controllers must first be enrolled into the system. The
Access Manager is the server role that manages the door controllers. It requires extensions for the different
types of hardware that it will manage. For example, to enroll H.1.D. hardware, we must first add the H.1.D.
extension to the Access Manager role. To enroll SMC/Synergis Cloud Link hardware, we must first add the

Genetec Synergis extension to the Access Manager, etc.

U Open the Config Tool - Access Control - Roles and units
Select the Access Manager role

Select the Extensions tab

0O00O

Click Apply

® Config Tool

B Access control

@ Rolesand units % Cardholders *2 Cardholder groups

-} ®

Properties | Extensions

Y = ]
Identi
4 ® traininguml s

® HWeontroller01
@ HWeontroller02

Unit Discovery and Enrollment

i Credentials [BJ Accessrules Mo Badge templates [ General settings < ire

Click Add (%) to add the manufacturer extensions for the kind of hardware you want to enroll

2. Access Manager

L

Resources

Now that the required extension(s) have been added to the Access Manager, you should be able to enroll

(add) the hardware units to the system.

0 Open the Config Tool = Tools = Unit enrollment

Tasks
D

Unit enrollment

>

Private tasks

Access Unit replacement

troubleshooter

o

Upgrade firmware

Security Desk

Copy
configuration tool

Public tasks

Tools

Database actions Diagnostic data

collection tool

Options

ii;;’

Move unit Import tool
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U Click the Settings and manufacturers button (ﬂ) in the upper right corner

O Click Add manufacturer (%) to add manufacturer extensions for the kind(s) of controller(s) that
you are trying to discover on the network. Click Save

Q Click Start discovery ()

O Once the Discovery tool has finished scanning the local network, hover on the unit you want to add
from the list of discovered access control units and click Add

Unit enrollment

P1'Start discovery | 3 units found,

Unit
— ifm10F33563(A 10.0.17.80:443

10.0.17.250:443 New

== Add all

Creating a unit

Description
& Request was sent to server: Access Manager
# Contacting the unit
@ [Initializing the unit(100%)
Uniit created successfully
Creation progress

Q If the unit does not successfully add, note the Manufacturer, Product type and IP of any access
control unit that you want to add.

O Click Manual add (). In the Manual add dialog box, enter the required details and click Add

O Note: when adding an HID VertX unit in secure mode (FTP and Telnet protocols disabled), the admin
account must be used to enroll the unit (use the root account for unsecure)

U Click Clear completed tasks. Click Close. Open the Config Tool = Access Control task to see
your hardware unit.
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Post Enrollment Settings

Once the access control hardware unit has been enrolled into the system, it can be seen in the Config Tool’s
Access Control task under the Access Manager.

B Access control

# Config Tool

® Rolesandunits % Cardholders *% Cardholder groups @ Credentials Y Accessrules X Badge templates ' General setting

Y N m = =

Idents Properties  Extensions  Resources
4 ® TrainingVM1 ey i 5

4 ™ Access Manager
® Edge EVO
@ SMC0010C322BE24 Name: | Access Manager
% VertXController Description:

Type: . Access Manager

Logical ID:

Relationships: 2 Access Manager

B Servers
4, Actions
® Partitions

If your hardware unit is made by H.1.D., validate the hardware’s enrollment by examining your unit’s
Properties tab in the Config Tool - Access Control Task.

# Config Tool B Access control

® Rolesandunits % Cardholders 2 Cardholder groups Credentials [ Accessrules &

Y =

g _ Identity | Properbies | Metwork
4 ™ frainingvml

4 ®  Access Manager

Unit information Unit information

Edge Reader
% VertXController
® VertXController

Firmware versio Firmware version: 2.3.1.605

Model: V2000 Model: Edge EH400

Serial number: 00:06:8E:01:C1:CC o
Serial number: 00:06:8E:40:14:98
Additional settings
= ¥2000

- Tamper

Additional settings

- AC Fail

- Bat Fail

- In1 (Door Moniter)
--In 2 (REX])

.. In 3 (Door Monitor)
- In 4 (REX)

- Qut1 (Strike Relay)
- Qut 3 (Strike Relay)
- Qut 2 (Aux Relay)

- Qut 4 (Aux Relay)

=k Add anentity )€ Delete 0 Diagnose [ Copy configuration tool [ ] Assign to new door D

Unit discovery tool  m® Move unit

H.I.D. V2000 properties H.l.D. EH400 EVO properties

- Edge EFH400
A Ewn-[GRP100]

—f EDM-[GRP1][00]
Domn

. REX,

.. BAT

L AC

- BUX

.. DS

DM-[GRP2][01]
Inmmor Mon)

- Input 2 (REX)
- Input 3 (BATT)
- Input 4 (AC)

- Relay 1 (D5)

. Relay 2 (AUX)
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If your hardware is a Synergis Cloud Link, the Identity tab in the Config Tool = Access Control Task will
display the MAC address, discovery port (default:2000) and firmware version. The Properties tab should
display the unit’s web portal properties and authentication:

& Config Tool B Access control

®: Rolesandunits % Cardholders and credentials Accessrules M. Badge templates W General settings -
== Genetec

I 4 (s-] = = o Synergis Cloud Link

4 ® SV16-B1D72BOAFC Identity  Properties Portal Hardware Syn| ess: DC-BF-15-00-3D-6E

e 2000
Type: €8 Access control unit ~ - cion: 10.3.355.0

4 ®  Access Manager
» ¥ SCLOCBF15003D6E

# Config Tool B Access control
@ Rolesandunits % Cardholders and credentials Accessrules %. Badge templates [ General settings < It ¥ SCLOCBF15003D6E

< F o
;Y = | = i | @
4 ™ SV16-B1DT2BOAFC Identity | Properties | Portal Hardware Synchronization Peripherals  Location

4 B, Access Manages Connection settings

Web address: | https://192.168.100.30/
Username: | admin Ignore web proxy

Password: | softwire

A Any ¢

Adding Mercury EP1501’s (optional)

Familiarize yourself with the components in the lab kit.

Component Picture

Lab Component Bag

Quantity: 1
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Mercury EP1501 Door Controller

Quantity: 1

Input Switches to represent Door
Sensor and REX (Request to Exit)

Quantity: 2

Output LED’s to represent Door
Lock and Auxiliary Relays

Quantity: 2 LEDs, 2 Jumper wires

HID iClass Reader to configure a
single-reader door

Quantity: 1

Small Flathead Screwdriver to
connect wires to terminal blocks
on Mercury EP1501.

Quantity: 1

Module 3-7



Familiarize yourself with the Mercury EP1501 Controller

12V
° | GHEEE fEEE . | \HED GEOEES
PoE
= ~ - ‘E E?
’ TB1 Inputs | I TB2 Reader 1 I I TB3 Reader 2 I I TB4 Aux/Input Power H TB5 Relays
s
se
e
se
33
33
se
'3l —
se
32 [
se Network
se dEPBdBdOQ & POE -
4321 )
‘ H i <« | DIPSwitches
O M O O
(= 1]
Terminal Block Symbol Contact Description
(Lto R)
TB1 IN1 Input 1
(Input Terminal Block) Input 1
IN2 Input 2
Input 2
TB2 VO Reader 1 Power Output — 12 VDC
(Reader 1 Terminal Block) LED Reader 1 LED Output
BZR Reader 1 Buzzer Output
CLK Reader 1 CLK/Data 1/TR+ (serial)
DAT Reader 1 DAT/Data 0/TR- (serial)
GND Reader 1 Ground
TB3 LED Reader 2 LED Output
(Reader 2 Terminal Block) BZR Reader 2 Buzzer Output
CLK Reader 2 CLK/Data 1 Input
DAT Reader 2 DAT/Data 0 Input
TB4 VO Auxiliary Power Output - 12 VDC
(Power Terminal Block) GND Auxiliary Power Output — Ground
VIN Input Power — 12 VDC (local power supply)
GND Input Power Ground
TB5 NO Relay 1 — Normally Open Contact
(Relay Terminal Block) 1-C Relay 1 — Common Contact
NC Relay 1 — Normally Closed Contact
NO Relay 2 — Normally Open Contact
2-C Relay 2 — Common Contact
NC Relay 2 — Normally Closed Contact
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Connect Inputs, Reader and Outputs to the EP1501 Intelligent Controller

3.a) TB1 Connect Switches to Inputs 1 and 2. e
Later, in Security Center, we will SR
assign these to the Door Sensor and

REX (Request to Exit).

3.b) TB2 Connect Reader contacts to

(Reader 1 | corresponding terminal block
Terminal connections. Please consult reader for
Block) wire color descriptions.

Example Reader:

iClass R10 EP1501 TB2

VO

LED

BEEPER BZR

DATA1 CLK

DAT

GND

3.c) TB3 Leave Terminal Block 3 Empty
(Reader 2
Terminal
Block)

3.d) TB4 Connect both red LED wires to VO in
(Power TB4. Connect both jumper wires to
Terminal GND in TB4.

Block)
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3.e) TB5 Connect black wire of first LED to :
(Relay Relay 1 - NO in TB5. .Y N
Terminal S : ;
Block) Connect the black wire of the second
LED to Relay 2 — NC in TB5.
Finally, connect both black jumper
wires to the common contacts 1-C and
2-C.
3.f) Connect Terminal blocks to EP1501.
Network / Connect the controller to PoE.
PoE
One of the two relays should light up
(Normally Closed).
Test presenting a compatible iClass
card to the reader. You should hear a
beep.
Door programming (access rules) be
configured in a later Security Center
exercise.
Bring the Mercury EP online

Step Description

4.a) On the Mercury controller board, set switch 1 on the DIP switch S1 to ON. This will give you
a 5 minute window to log on (see DIP switch table below)

4.b) Log on to the Mercury controller through the Mercury Device Manager web page. Use the
default IP address (192.168.0.251) and credentials (admin/password). Set your computer to
an IP on the same subnet (e.g. 192.168.0.245), coordinating with the trainer to avoid IP
conflicts.

4.c) Select Network from the menu, configure the controller’'s IP address, and click Accept.
(Ask your instructor which IP address to use)

4.d) Select Host Comm from the menu, configure the Port number used by the Synergis unit to
communicate with the Mercury controller (default=3001), set Data Security to TLS
Required and click Accept. The field Communication Address found on the Host
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Communication page must be left at 0. It is not to be confused with the Channel field that

needs to be unique when you enroll the Mercury controller on the Synergis unit.

4.e) Restrict the connection to the Mercury controller to one Synergis unit. Select Authorized IP
Address Required, and enter the Synergis unit’s IP address as Authorized IP address.

4.1) Select Apply Settings and click Apply Settings, Reboot.

4.9) On the Mercury controller board, set switch 1 on the DIP switch S1 to OFF for normal operation.

4.h) When prompted to proceed or not, select | understand, and then click Yes.

4.i) Enroll the unit into Security Center through the SMC/SCL.

Under Config Tool > Access Control > Roles & Units > Select the Synergis Unit > Peripherals > Hit the

+ sign to add an item > Select Mercury EP1501

Manufacturer: m Mei

Maodel: |[EPT501

IP address: | 192 . 168 . 100 . 99 Port:

Channel: |0 -

Advanced settings

Cancel

Mercury EP DIP Switch Reference Table

SW | SW2 | SW3 | Sw4 Dip Switches Mode
1
OFF | OFF | either | OFF Normal operating mode
ON | either | either | either After initialization, enable default authentication:
user (admin), pass (password)
no need to reboot
OFF | ON either | OFF Factory default communication parameters Static

IP: 192.168.0.251 (accessible via browser)
Subnet Mask: 255.255.0.0

Default Gateway: 192.168.0.1
DNS: 192.168.0.1
Port: 3001
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Connected Peripherals

An access control unit has a number of connected peripheral devices. These can include reader interfaces,
inputs and outputs.

0O e@

A common problem during the initial installation of an access control unit is the incorrect default state for a
given input.

For example, access control units have an input used to monitor the door state (open or closed). If the input
is configured in the software as “normally closed” but the circuit connected to the actual input is not
physically closed, the door controller may start to beep as an audible warning that the door is being held
open.

To correct the problem of the continuously beeping door controller, we could try 2 approaches:

a) Close the physical circuit connected to the input
b) Configure the input within the software as “normally open” instead of the default “normally closed”

Display/edit your connected peripherals

For H.I.D controllers go to the Config Tool > Access Control task > Roles and units

O Select your H.1.D. unit below the Access Manager in the tree on the left
O Select your unit’s Properties tab

Unit information
Firmware version: 2.3.1.605
Model: Edge EH400

Serial number: 00:06:8E:40:14:08

Additional settings

- Edge EH400
J Ewm-[GRPL][00]

N EDM-[GRP11[00]

... Door Mon

. REX

.. BAT

. AC

- ALK

.. DS
Dr-[GRP2][01]
In;Tl(Door Maon)
- Input 2 (REX)
- Input 3 (BATT)
- Input 4 (AC)

- Relay 1 (DS)

Relaz 2 (AUX)
This EVO EH400 has EWM and EDM modules connected on 1 bus (00) and an EDM on the other (01)
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For SMC/SCL controllers with peripherals connected by serial wiring (RS-485) go to the Config Tool >
Access Control task = Roles and units

Validate connectivity over the RS-485 serial bus:

U Select your SCL or SMC unit below the Access Manager in the tree on the left
Q Click your unit’s Portal tab

U Log in to the unit through the portal page

# Config Tool B Access control

@ Rolesandunits % Cardholders and credentials Accessrules M. Badge templates M| General settings . ® SCLOCBF15003D6E

.y ==

= | = 2 = il ®
4 ® SV16-B1D72BIAFC Identity Properties | Portal  Hardware Synchronization Peripherals  Location
4 ® Access Manager

®: SCLOCBF15003D6E € Home | Logoff(admin) | About | Help Synergis Appliance Portal - Home

- Configuration

Network Access contro

[ |
r-r 1] Lock pairing mode

Security clearance levels

Q Click the Hardware icon
# Config Tool @ Access control

®: Roles andunits % Cardholders *% Cardholder groups ¥ Credentials Accessrules 1. Bad

[—————

= | S
Q8

z Identi Properties = Portal
4 ® Siddhartha i PE

4 . Access Manager
% SMC0010F3261204 € Home | Logoff(admin) | About | Help

- 28 Pr
v K¢ SMC0010F3261204

v [EID Ve

1" @@ Channel D (HID VertX)

3 vi00-0

V IB® Mercury Security
” W@ Channel C (Mercury Security)

3 MRrs2-0

This SMC has an HID V100 on 1 serial bus (Channel D),
and a Mercury MR-52 on the other (Channel C)
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For SMC/SCL controllers with peripherals connected by serial or IP go to the Config Tool > Access
Control task - Roles and units

U Select your SCL or SMC unit below the Access Manager in the tree on the left
O Select your SCL unit’'s Peripherals tab

# Config Tool B Access control

® Rolesand units % Cardholders and credentials Accessrules  Bo Badge templates B General settings 2 SCLOCBF1500306E

2 =] = = L -]

4 ® SV16-B1D7?BIAFC Identity Properties Portal Hardware Synchronization | Penipherals  Location

4 ®  Arcess Manager

State Additional info
¥ SCLOCBF15003D6E

# Mercury EP1501 (192.168.100.31:3001) Online
@ Input 1 Normal Normally open / Not supervised
@ Input 2 Normal Normally open / Not supervised
(@ Input Tamper Shunted -
(@ Input Tamper-Reader-1 Normal
@ Input Tamper-Reader-2 Normal
® Qutput 1 Normal
Output 2 Normal ==
B Reader 1 Active Type of reader: Standard Wiegand
B Reader 2 Active Type of reader: Standard Wiegand
Mercury EP1501 (192.168.100.32:3001) Online
(@ Input 1 Normal Normally open / Not supervised
@ Input 2 Normal Normally open / Not supervised
(= Input Tamper Shunted -
(@ Input Tamper-Reader-1 Normal
(@ Input Tamper-Reader-2 Normal
© Output 1 Normal
G QOutput 2 Normal -
Reader 1 Active Type of reader: Standard Wiegand
Reader 2 Active Type of reader: Standard Wiegand

=+ Access controlunit = 3 Delete Unit's Web page 1 Unit enrcllment ® Unit » » Copy configuration tool 4» Maintenance v

O Peripherals can be shunted (disabled) and the default states of the inputs can be edited/modified in
the unit’s Peripherals page by double clicking a peripheral (eg an Input):

Name: | Mercury EP1501 192.168.100.31:3001 - Input Tamper Name: | Mercury EP1501 192.168.100.31:3001 - Input 2

phon: Input iption: Input

Manufacturer: Mercury Security Manufacturer: Mercury Security

Debounce: (334 ms

Contact Not supervised
Normally open / Not supenvised
Normally open / Not supervised
Normally closed f Not supervised
Normally open / Supervised

Normally closed f Supervised
Custom
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Module 4 - User Management for Access

Partitions (as a group)

U Open the Config Tool application on a workstation and log on with an administrative user
Open a User Management Task

Click the Add new Partition button (%) at the bottom of the page

Create a new partition called SecurityTeam

OO0

[P  Fill in the following fields. The entity description is optional.
Basic information

Entity name: | SecurityTeam

Entity description: | Partition visible to all memebers of the security department

Partition: | % GENETECTRNDCO1

| Cancel | Create )

O Click Create. Click Close
O Repeat the process to create a 2" system partition called Covert

# Config Tool § User manag...

< ] & 5\16-B1D7T2BIAFC

Y

4 & Sy16-B1DT2BIAFC
» B Covert
b & puplic
b & SecyrityTeam
» 1% Administrators

We will configure access such that any cameras, doors, alarms, etc. that are placed in the Covert partition
will be visible only to administrators and supervisors but entities placed in the SecurityTeam partition will be
visible to everyone.
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User groups (as a group)
Create and configure an Operators user group

U Open the Config Tool - User management Task - User groups
O Click Add new User group (%) at the bottom of the page
O Name the new user group Operators. Click Next
O Inthe Administrative rights page, select Accepted users and apply the Operator
Privilege template. Click Next. Click Create
O Click the new Operators user group and select its Privileges tab
# Config Tool f User manag...

< . T Operators

m » 2 B
Identity Properties  Accessrights | Privileges  Advanced
4 ® GENETECTRNDCO1

» % Administrators

» T GenetecOperators

Privileges Allow Deny Undefined Inherited from

» T GenetecSupervisors
it 4 1 All privileges
RN 4 mm Application privileges
» ¥ WWW.Managers B Config Tool

» T WWW.Operators » ¥ Plan Manager

» * Security Desk
[P web Client
& Global Cardholder Synchronizer
SOK Log on using the SDK
= Mobile application
"o Federation

» ¥ Patroller

» $1 General privileges

U Expand the branch Application privileges
O Ensure that only Security Desk is configured with the Allow privilege. All the other
applications should be Undefined
U Expand the branch Administrative privileges > Access control management. Ensure
that the following are the only privileges allowed (the rest should remain Undefined):
= View badge templates
= View cardholder groups
= View cardholders
= View credentials
= View visitors
O Expand the branch Task privileges and configure as follows:
= Manage private tasksAllow
= View public tasksAllow
= AdministrationUndefined
= OperationAllow
= |nvestigationAllow
= Maintenance Undefined
= Alarm managementAllow
O Expand the branch Action privileges and Allow Cameras, Access control, Alarms and
Users.
Q Click Apply
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O Select the Operator user group’s Access rights tab
O Give the Operators users group access rights to the SecurityTeam partition

# Config Tool ¥ User manag...

< B, T Operators

=] . L B
4 /& GENETECTRNDCOT Identity  Properties | Accessnghts = Privileges  Advanced

® Covert

® Public

B SecurityTeam
7% Administrators

¥ Operators

Access rights Administrator P Inherited from

4 & ® GENETECTRNDCO1
» * Covert
» ® Public
» ¥ * SecurityTeam

O Click Apply

Members of this user group will be able to use the Security Desk application and no other
applications. Within the Security Desk, members will be able to perform all Operation, Investigation
and Alarm management tasks but no Maintenance nor Administration tasks. They will not be able to

use the Config Tool to configure any system entities.

They will only be able to access entities (doors, cameras, alarms, etc.) in the SecurityTeam

partition.
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Create and configure a Supervisors user group

O Open the Config Tool > Security Task - User groups
O Click Add new User group (%) at the bottom of the page
U Name the new user group Operators. Click Next
O Inthe Administrative rights page, select Accepted users and apply the Provisioning
Privilege template. Click Next. Click Create
O Click the new Supervisors user group and select its Privileges tab

O Expand the branch Application privileges

O Ensure that only Security Desk, Web Client and Config Tool are configured with the Allow
privilege. All the other applications should be Undefined

O Select Allow for all General privileges

O Select Allow for all Administrative privileges

O Select Allow for all Task privileges

O Select Allow for all Action privileges

e ¥ Supervisors
&) = W C

Identity Properties Security | Privileges  Advanced

Set of privileges: Basic privileges

Privileges Undefined Inherited from

4 % All privileges ™

o~

* B Application privileges

» 1 General privileges

’ Administrative privileges
» M Task privileges

» 4, Action privileges

O Click Apply
Members of this user group will be able to use the Security Desk and Config Tool applications but no

other applications. They will be able to do everything within the Security Desk and Config Tool
except managing other users. They are almost full system administrators.
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Users

Create a 3 new user profiles

1) A new administrative user (for yourself)
2) A new operator user (basic limited user)
3) A new supervisor user (power user)

U Open the Config Tool > Security Task - Users
O Click Add new User (%) at the bottom of the page

O Assign a name for your new administrative user profile. Click Next

U Add your new administrative user to the Administrators user group. Click Next. Click Create

Creating a user

N
User information

Cancel

Username:

Password:

Confirm p.

First name:

Last name:

User group:

Privilege template:

The Trainer

1% Administrators

v

O Click the Config Tool Home tab.
4 Click Log off

# Config Tool 1 Security

§ Users ¥ Usergroups #* Partitions

Y
Admin
AutoVu
Dan
Operator

Patroller

Tasks
Private tasks

Public tasks

Tools

Options

About

g

Logical view

L

Network view

Cardholder
management
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O Log on again, this time with your new administrative user profile.

U Open the Config Tool > Security Task - Users

O Click Add new User (%) at the bottom of the page
O Assign a name for your new (basic) operator user profile. Click Next
U Add your new user to the Operators user group. Click Next

Creating a user

.
User information Username: | Operator

Confirm

First name: | Operator

Last name: | 99

User group: | & Operators

Privilege template: |None

Cancel

O Make your new user an Accepted user of the public partition. Do not apply any Privilege
template. Click Next. Click Create.

Creating a user

. Access rights Administrator T Inherited from
4 [ & UMSRVI
4 ® Covert
+ ¥ Public

» & Security team ¥ Operators

Cancel

O Repeat the same steps to create a new power user except that the user group for your new power
user should be the Supervisors’ user group.
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Module 5 - Access Control Configuration

Door creation

Once the physical wiring between the access control unit and the door is complete, and the access control
units have been successfully enrolled into the system, the door entities can then be created.

# Config Tool B Access control

@ Rolesand units % Cardholders and credentials Accessrules %o Badge templates [ General settings < B ® Access Manager

4 C) * 9

‘ 4 ™ GENETECDCTRAIN1 Identity = Properties  Extensions  Resources
4 Access Manager

» @ HID1
» @ HID2 Name: | Access Manager
»® sci
»® sc2

Type: . Access Manager v

Description:
Logical ID: |

Relationships: | 4 # Access Manager
» B Servers
» 4 Actions
»  partitions

Access control units
appear under the
Access Manager in the
Access Control task

~

= Access controlunit ¥ 2 Delete 1 Unit enrollment £» Maintenance v

Once the hardware units are enrolled, the doors can be created.

Create and configure doors

Open the Config Tool > Area View

Click Add an entity (% ) and choose Door

In the Creating a door wizard, enter the door name and description. Click Next

In the Door information page, assign names to the door sides (Inside/Outside, Secure/Non-secure,
Entrance/Exit, East/West)

To associate the door with the access control unit it is wired to, select a unit from the Access
control unit drop-down list.

Review the Creation summary to make sure the configuration page matches the physical wiring
done at the door

Click Create and Close. Your new door should now appear in the Area View tree

O 0 0O 000D

# Config Tool E Areaview
< i = SV16-B1DT2BSAFC

A

4 *  SV16-B1DT2BSAFC

+ E Allcams

» 0 oab
» @ R&D




Validate the new door’s wiring connections

O Open the Config Tool - Logical View and select your new door’s Hardware tab
O Ensure that the physical wiring connections on the access control unit itself match the wiring
associations shown in the software (under your unit's Hardware tab)

m C % B

Identity Properties  Unlock schedules | Hardware = Access rules

nit: %€ Main Entrance 24

B Reader1
Unassigned
Unassigned

7 Main Entrance/Reception (4th) - Camera 1 ~

7 Reception area -

o Associate 3 camera

B Reader 2

Unassigned

Unassigned

(& Lock1

@ Tnput 1

Unassigned
Unassigned

= Add connection.

O If you have cameras available, you can associate them to your door on this page. Note that you can
link different cameras to the different sides of the door.
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Validate your door’s access control properties

O Open the Config Tool > Area View and select your new door’s Properties tab
U Ensure that the default values for grant times, door open too long, door forced open and
Request to Exit are all appropriate for your particular door.

Tigger event: (@)

=] . ] L]
Identity | Properties | Hardware Accessmules  Unlock schedules

Trigger event: (@NIG)

Reader buzzer behavior: |Suppressed
Unlocked for maintenance: o

Standard  Extended

Time ta ignore REX after granted acces

Grant times |5 :‘ ‘15 :‘sec.

Automatically grant RE
Entry time: - Ignore REX events while the door

Time to ignore REX after door close: |0 3| sec.

Door relock: () On dose

5| 00h 00m 00s | after opening

Maximum delay between card presentations: ‘ 5 C| sec.

‘When doar is unlocked by schedule: Ignore ‘Door open too long' events

Ignore ‘Access granted/denied’ events

Enforce two-person rule: o on |Both sides
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Access Rules

Create an access rule to grant your cardholders access to your doors.

O Open the Config Tool - Access Control task
O Select the Access rules tab

B Access control

Q Roles and units %= Cardholders and credentialg Accessrules - Badge templates [ General settings < [

Click Create new Access rule (%)

Name the rule after yourself so it can be easily identified

Leave you rule linked to the Always schedule. Click Next.

Click Create. Click Close.

Once your rule has been created, select the Properties tab of your rule
Add a cardholder (and/or a cardholder group). Click Apply.

# Config Tool

o000

# Config Tool B Access control

® Rolesand units % Cardholders and credentials Accessrules . Badge templates @ General settings e Lab rule

'y m E

Identity | Properties

All open rule
Lab rule
E Lockdown rule Schedule: Always

Management When the schedule is active: @ grant access to cardholders
R&D rule ) deny access to cardholders
Cardholders affected by this rule:
‘2 Management team
2 R&D team

*2 Security team

+

o Accessrule v X Delete 1 Unit enroliment [ J Copy configuration tool
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Assign your access rule to a door

Q Stay in the Config Tool = Access Control task

U Select your access rule’s Identity tab. Click Doors, elevators and areas
QO Click the green plus (%) to link a door to your rule. Choose your door.

# Config Tool | Access control
® Rolesand units % Cardholders  *£ Cardholder groups & Credentials [BJ Accessrules %o Badge templates [ General settings <

Y =] ]

Identity  Propertic
B Al open rule opens

() Dan's rule

e

B Lockdown rule

Name: | Dan's rule
Description:
Logical ID:
Relationships:
Description

*2. Cardholders and cardholder grc
Entity type

' No intormation to display.
® Partitions Partition

% Search

Entity name
E 1stfloor
K 2nd floor
E Alboors
E' Building_Dan
B CustService
i Front Door
[ Loading Dock
B Management
[ sales
@ Storage Room

Description Creation date
1/18/2014 4:35:24 PM

1/18/2014 4:26:41 PM
1/18/2014 4:27:09 PM

1/18/2014 4:27:47 PM

10 items (1 selected)

O Click Select. Click Apply. Your rule should now be linked to your door.

B )

Ty Access rule
B Lockdown rule

Name: | Dan's rule
Description:

Logical ID:

Relationships: e
Schedule
“2 Cardholders and cardholder groups

[# Doors, elevators and areas
[ Front Door
® Partitions

Cancel | | Select |

Module 5-5



Cardholders & Credentials

The Cardholder Management task can be used to create cardholders, enroll credentials and assign them to
the cardholders. This is an Operation task that can be found in both the Config Tool and the Security Desk.

O Download 3 images of people’s faces from Google Image search. These will be used for your
cardholder photos. They should be one of the following file formats: *.bmp, *.jpg, *.jpeg, *.gif, *.png.

O Open the Config Tool - Cardholder Management task
O Click Create new cardholder (%F ). 3 At the top of the dialog box, enter the cardholder’s first name,
last name, and e-mail address.

NOTE If the software language (chosen at installation) is latin-based, the Name field is configured as
the first name followed by the last name. This order is reversed if you are using an Asian language
such as Japanese or Chinese.

% Cardholder...

rst name: Last name:

“DRdentity | B Access rules
Email address

Cardholder group: [Unassigned

Status: Q Active +
Activation: ~ 1/20/2014 10:49:24 AM e

Expiration: 'Never

Credential

| save | | Cancel ||[Saveandciose

U Click Advanced and set your 3 cardholders Security clearance to different values (0 = highest
priority and 99 = lowest priority)
U To assign a picture to the cardholder, click the silhouette and select one of the following options:
v' Load from file. Select a picture from disk. All standard image formats are supported.
v' Load from webcam. Take a snapshot with your webcam. This option appears only if you
have a webcam attached to your workstation.
v' Load from camera. Take a snapshot from a camera managed by Security Center.
v' Load from clipboard. Load the picture copied to the clipboard. This option appears only if
you used the Windows copy command to save a picture onto your clipboard.

NOTE If you select Load from camera, a separate capture dialog box appears. Simply
select the video source and click Take snapshot (H)
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First name: Last name:

|
8 |oad from file... 8 e First name: Last name:
@X Load from camera... h . o ‘ |

o o |
£ Load from clipboard g |

Email address:

[ )

| bsimpson@genetec.com

Status

Status: @ Active

Activation: 1/20/2014 1:10:45 PM

Status Cardholder group:

Status: @ Active

Expiration: 'Never

Credential Activation:  1/20/2014 1:10:45 PM

Expiration: 'Never

Credential

[ save | [ cancel |[saveandclose|

U To edit the picture, click it to open the Image editor and use the editing options at the top of the
editor’s dialog box.
O In the Status section, set the following:

v Status. Set the cardholder status to Active.
If the cardholder status is inactive, then the credentials assigned to the cardholder do not
work, and the cardholder does not have access to any area.

v Activation. Displays the current date.
v' Expiration. Set the cardholder to expire Never, on a specific date, or after a specified number
of days after the first use.
O Click Save. Do not close the cardholder properties window.
O Click Add a credential (% ). Select Automatic entry

O Inthe Automatic entry dialog box, choose Door (instead of USB Reader) and click the Access point
-down menu to select the reader where you will present your card

Access point: ] Management
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O The card read should cause the credential to be associated with your cardholder. This can be
seen/validated in the Credential section of the Cardholder Management task

First name: Last name:

e First name: Last name:
‘ “ ‘ l

| \
o | (| |
Email address: Email address:

Status

Status: @ Active

Activation:  1/20/2014 1:10:45 PM

Status: Active

Activation:  1/20/2014 1:10:45 PM

Expiration: 'Never Expiration: 'Never

Credential Credential

Cardholder properties without a credential Cardholder properties with a credential

U To validate the card read click Edit

Status

Status:

Activation: 1/20/2014 1:10:45 PM

Expiration: 'Never

Credential
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O The Card format, Facility code and Card number can be validated in the credential properties
window

Entity name:

‘Bart Simpson's credential

Belongs to: Unassigned (click to assign)

Credential information
Card format: 'Standard 26 bits Status:

Facility code: | 54 — Activation:  1/20/2014 1:24:48 PM

Card number. |16 = Expiration: 'Never

O Click Cancel
O If your cardholder’s credential information looks correct, click Save and close.

Module 5-9



Credential Management task (Optional)

The Credential Management task allows you to add large numbers of hew credentials to a system quickly.
Two modes are available:

e Automatic mode allows reading of cards on a reader of choice (or a USB reader)
e Manual mode allows a user to set the parameters manually and specify the range of card numbers.

With either mode, naming convention, active status, partition membership, etc. can be set before credentials
are added. Once credentials are shown in the list, the Enroll button at the bottom right will insert them into
database. Feature useful for sites that use Visitor Management Temp Card features and wish a “pool” of
credentials available in system.

The Credential Management task is an operation task that can be found in both Config Tool and Security
Desk applications.
Familiarize yourself with the Credential Management task

O Open the Config Tool - Credential management task
O Toggle from Details view to Card view

O Click the Zoom slider and try different zoom levels

mre ]

Cards e

Bart Simpson

O Toggle back to Details view
O Click the Select columns button

Card format g
Select columns

0 Remove Picture from the Selected columns list. Click OK
O Type 3 or 4 letters in the Search field. Does it filter your list of credentials accordingly?
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# Config Tool Credential m...

(=]
[
=

% Bart Simpson's credential  Active

>
g
3
2
4
g
g

Credential Credential statug

U Click the arrow to open the Advanced Search pane

# Config Tool & Credential m...

@ Barack Obama's credential Active
i Bart Simpson's credential Active

YDIeas PpDUBADY o

i Dan Copithorne's credential Active
i Eleanor Shelby's credential Active
Isabella Rossellini's credential Active
Lady Gaga's credential Active
Ludwig van Beethoven's credential ~ Active
i PK Subban's credential Active

Credential ~ Credential status

® card requests

Cardholder

> Barack Obama

= Bart Simpson

= Dan Copithorne

= Eleanor Shelby

= Isabella Rossellini
+ Queen Elizabeth

= Ludwig van Beethoven
PK Subban

e |

© oetis

Card format

Standard 26 bits
Standard 26 bits
Standard 26 bits
Standard 26 bits
Standard 26 bits
Standard 26 bits
Standard 26 bits
Standard 26 bits

O Toggle On/Off the different search filters to familiarize yourself with the searching options available.

O Close the Advanced search pane
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Enroll 10 new unassigned credentials as a batch

O Click the Batch enrollment button in the bottom right hand corner

Batch

enrcliment

U Inthe Batch enrollment window, select the Manual entry tab

Batch enrollment

Set the card format to Standard 26 bits
Choose a random number between 0-255 to apply as Facility code
Set the Card number values to a range of 10 consecutive humbers between 0-65535

Set the Credential prefix field to:
(YourNameHere) Unassigned card #{##:1}

Automatic entry

00000

(]

Click the Enroll button just below the Card number fields. Review the results on the right side.
i @w

Batch enrollment

Automatic entry | Manual entry Generated credentials:
Ready Name Card format Code

CELNEEY (e ¥ DAN Unassigned card #01  Standard 26 bits  199/65111
i DAN Unassigned card #02  Standard 26 bits  199/65112
AN Unassigned card #03  Standard 26 bits  199/65113

AN Unassigned card #04  Standard 26 bits  199/65114

AN Unassigned card #05  Standard 26 bits  199/65115

AN Unassigned card #06  Standard 26 bits  199/65116

AN Unassigned card #07  Standard 26 bits  199/65117

AN Unassigned card #08  Standard 26 bits  199/65118

AN Unassigned card #09  Standard 26 bits  199/65119

@ DAN Unassigned card #10  Standard 26 bits 199/65120

Facility code: | 199 -

-

Card number. | 65111 :] To | 65120 (0 - 65535)

Enroll

Credential prefix

O )

DAN Unassigned card #{##:1}

O Click the Enroll button at the bottom right hand corner of the window.

O Click Cancel to close the window. Your Credential Management task should now show all the newly
created (but unassigned) cards.

WETI'—Q"'N ]

# Config Tool # Credential m...
@ | ® card requests e Details

Credential = Credential status Cardholder Card format
% Barack Obama's credential Active % Barack Obama Standard 26 bits
@ Bart Simpson's credential Active = Bart Simpson Standard 26 bits
i Dan Copithorne's credential Active % Dan Copithorne Standard 26 bits
DAN Unassigned card #01 Standard 26 bits
DAN Unassigned card #02 Standard 26 bits
m DAN Unassigned card #03 Standard 26 bits
DAN Unassigned card #04 Standard 26 bits
DAN Unassigned card #05 ' Standard 26 bits
signed card #06 Standard 26 bits
@ ssigned card #07 Standard 26 bits
% DAN Unassigned card #08 Standard 26 bits
@ DAN Unassigned card #09 Standard 26 bits
DAN Unassigned card #10 Standard 26 bits
i Eleanor Shelby's credential Active = Eleanor Shelby Standard 26 bits
i Isabella Rossellini’s credential Active = Isabella Rossellini Standard 26 bits
@ Lady Gaga's credential Active = Queen Elizabeth Standard 26 bits

LDIR3S PDUBADY o

£ Ludwig van Beethoven's credential ~ Active = Ludwig van Beethoven Standard 26 bits
@ PK Subban's credential Active = PK Subban Standard 26 bits

o Create new S " & i, Batch
credential 1B credentiots W enrliment
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Test your door, cardholder, credential and access rule configurations
To test you configurations so far, you will monitor your door(s) in the Security Desk
O Open the Security Desk - Monitoring task

O Click the button Monitored entities (“) at the bottom of the page
O Click Add (%) and navigate the logical tree to select your door(s). Click Add

Select entity type:

4 Logical view

4 ® TrainingVM1
+ E AlDoors
4 B puilding_Dan
4 B lstflcor
+ [ Front Door
’ Loading Dock
+ [l Storage Room
» B 2nd floor

Cancel | [ Add |

O Click any tile to make the monitored entities list disappear. Your Monitored entities icon should now
display a number indicating how many entities you are actively monitoring

O Present a card to the reader of the door that you are monitoring. You should see an event appear in
your Security Desk Monitoring task. We expect to see access granted for the cardholder that you
added to the rule controlling your door.

O Try presenting someone else’s card that is not linked to the access rule on your door. We expect to
see an access denied event. Furthermore, access denied events are followed by:

a) Access denied: No access rule assigned (The cardholder is not named in any rules
assigned to the door)

b) Access denied: Denied by access rule (The cardholder is explicitly named in a “Deny”
rule)

c) Access denied: Unknown credential (The card has not been enrolled in the system)

d) Access denied: Unassigned credential (The card has been enrolled but not assigned to a
cardholder)

e) Access denied: Inactive credential (The credential is enrolled but is in “Inactive” state)

f) ...and many more (Antipassback violation, Lost/Stolen card, Out of schedule, etc)
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Examples of some access granted and access denied events:

%, Monitoring

# Security Desk ¥, Monitoring

(Search = Yimw H Front Door (&) Yo — [l FrontDoor (A)  Access denied: No access rule assigned
4 ® TriningVM1
» B AllDoors
4 E Building_Dan
4 B 1stfloor
» @ Front Door
| Loading Dock
» [ Storage Room
4 B 2nd floor
» l CustService

4 ¥ TrainingVM1 1/20/2014 4:26:48 PM Bart Simpson
» B AlDoors
4 E Building_Dan
4 E 1stfloor
» @ Front Door
» [l Loading Dock
» [ storage Room
2nd floor
CustService
» Management
» @ sales

1/20/2014 4:25:16 PM Bart Simpson
Bart Simpson ~

Bart Simpson -
- bsimpson@genetec.com

bsimpson@genetec.com

» [l Management

» @ sales

Access granted event

'z Monitoring

¥, Monitoring

8 Front Door (A) Access granted
4 ® TrainingVM1

» B AlDoors
4 E Building Dan
4 B 1stfloor
» @ Front Door
Loading Dock
» [ Storage Room
4 B 2ndfloor
» [l CustService

4 ® TrainingVM1
» B AlDoors

1/20/2014 4:25:16 PM Bart Simpson
) Bart Simpson -
4 E Buiding Dan bsimpson@genetec.com
4 E 1stfloor
» @ Front Door
» [l Loading Dock
» [ Storage Room
4 B 2nd floor
» [ CustService
Management

» @ Management
» [ sales

Sales

Door has no camera linked to it ' Door has a camera linked to it.
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Visitor Management task (Optional)
In many respects, the Visitor Management task is similar to the Cardholder Management task. Unlike the
Cardholder Management task, the Visitor Management task can only be found in the Security Desk.

Before you begin

Make sure that you have at least 1 unassigned card available to assign to visitors. Use the built-in cardholder
group reserved for visitors in Config Tool, and assign access rule(s) to the group. This is how Security Center

grants access rights to visitors, access rules cannot be directly linked to a visitor.

U Open the Config Tool - Access Control task select Access rules
O Create a new visitors rule granting access to the Visitors cardholder group
O If you have a “business hours” schedule is available, apply it to your Visitors rule. Click Apply

B Access control

# Config Tool

® Rolesand units % Cardholders *% Cardholder groups

All open rule
Dan's rule
E Lockdown rule

B

Schedule:

When the schedule is active...

Cardholders affected by this rule:

“2 Visitors

O Select your Visitors rule’s Identity page
U Expand the branch Doors, elevators and

B Access control

# Config Tool

® Rolesand units % Cardholders *= Cardholder groups

- Y
All open rule
Dan's rule

E Lockdown rule

B

Ty Access rule
Name: | Visitors
Description:

Logical ID:

Relationships:

@ Credentials Access rules

& Credentials Accessrules K

Visitors
8 Schedule
“2. Cardholders and cardholder groups
[# Doors, elevators and areas
[ Front Door
® Partitions

=L

. Badge templates [ General settings 7 Visitors

- ] =
Identity | Properties

Office open

grant access to cardholders

() deny access to cardholders

to link it to a door.
areas. Select it. Click Add (%), select a door. Click Apply

_mle

Badge templates | General settings e Visitors

Properties

=]
Identity

Now anyone added to the Visitors cardholder group should have access granted at the front door (only

during the Office open hours)
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Checking in a new visitor
O Open the Security Desk - Visitor management task
O To check in a new visitor, click the Check-in button ( [EReEEs
complete the following:

) at the bottom of the page and

First name: Last name:

Click to |

First, last name
email (optional)

Add picture
optional :
N | Add visitor to
Cardholder group: |+ viitors por
. group (Visitors
Set expiration Activtion: 1/21/2014 43402 PM fstors
Date/time Expiration:  Specific date
01/21/2014 [ 07:00:00 PM &
Edit
Assign temporary card
- Remove
Assign card =
To visitor }

Save | ‘ Cancel HSaveandclose

» To assign a picture to the visitor, click the silhouette and select one of the following options:
e Load from file. Select a picture from disk. All standard image formats are supported.
e Load from webcam. Take a snapshot with your webcam. This option appears only if you
have a webcam attached to your workstation.
e Load from camera. Take a snapshot from a camera managed by Security Center.
e Load from clipboard. Load the picture copied to the clipboard. This option appears only if
you used the Windows copy command to save a picture onto your clipboard.

NOTE If you select Load from camera, a separate capture dialog box appears. Simply select
the video source and click Take snapshot ( ® ).

O Click Save and close. The new visitor should now be added to the list of visitors.
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Monitoring visitors
O Open the Security Desk - Monitoring task
U Add the visitor(s) as monitored entities

Select entity fype:
© Visitor

Select entities:

© Bill Gates

Normally, we would
want to monitor doors.

But, other entities (like
visitors) can be
monitored as well.

O Present the visitor’s card to 2 different doors. The visitor should get an access granted event on
certain doors and access denied on others.

# Security Desk ® Visitor mana... %, Monitoring

Description Event timestamp ~ Source
Access granted Bill Gates on Front Door - A 1/22/2014 4:16:20 PM '© Bill Gates
Access denied Bill Gates on Management - A 1/22/2014 4:16:38 PM '® Bill Gates
Access denied Bill Gates on Sales - A 1/22/2014 4:17:09 PM © Bill Gates

Access granted Bill Gates on CustService - A 1/22/2014 4:17:22 PM '© Bill Gates

[ Front Door (4) <> Access granted
4 ® trainingvml e S
4 B Building_Dan
4 B 1stfloor
Front Door

» B Loading Dock
» l Storage Room

4 B 2nd floor
» B CustService
» @ Management S 4 2
» B Sales B sales (1) Access denied | Access granted

» E Inventory 1/22/2014 4:17:09 PM Bill Gates

Bill Gates -
bgates@genetec.com
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Checking out visitors
Open the Security Desk - Visitor Management task

U Select a visitor from the list of visitors in the Visitor Management task

U Click the Check-out ( ) button at the bottom of the page.
The visitor’'s “status” them becomes de-activated (but not deleted)
The visitor’s card is put back into the pool of “unassigned credentials”

Visitor reporting
Two kinds of investigation tasks are available in the Security Desk for visitor reporting:

1. Visit details task
2. Visitor activities task

U Open the Security Desk - Visit details task
O Leave all search filters on the left OFF and click Generate report
O The results displayed include a row for each visit.

# Security Desk R Visit details
-

Activation date * Export repol 4 Print report

First name Last name € Activation date Expiration date Check-in date Check-out date

re
Y
Bill Gates. e . 1/22/2014 231:56 PM  1/23/2014 7:00:00 PM  1/22/2014 23234 PM  1/22/2014 4:53:49 PM

Gk [ 5
&

Tile

Generate report

"
Query| Logical view

Right click one of the column headers and click Select columns

Select Picture and click Remove ( € ). Click OK

Click Export report (&)

Select a file format and destination. Click Save.

Minimize the Security Desk and examine the report that was just exported.

o000

Module 5-



U Open the Security Desk - Visitor activities task # Security Desk # Visitor activi..

Visitor

O Inthe search pane on the left, click the pencil icon to Bill Gates
select a visitor

Doors - Areas - Elevators

AFw trainingvnl

O Select some or all areas and doors to query by placing <IN 8 Building Den
check marks in the logical tree M E 1stficor
» ¥ Front Door
» ¥ Loading Dock
v H Storage Room
¥ E 2nd floor

4 CustService

» ¥ Management
r ¥ Sales
-4 Inventory

O Click Events. Select the Access granted and Access ) Visitor
. Access denied
den|ed events. Access granted

Antipassback viclation
p Entry assumed

Entry detected

First person in
) Last person out
p No entry detected

O Click Generate report Generate report

|
Query” Logical view

# Security Desk # Visitor activi... R Visit details

Visitor - - o 51 items

Firstname = Last name Location Access point Event timestamp ¥
Access granted Bill Gates 1st floor Exit 1/22/2014 4:18:27 PM
Access granted Bill Gates Front Door B 1/22/2014 4:18:27 PM
e et Access granted Bill Gates AllDoors Exit 1/22/2014 4:18:27 PM
Access denied: No access rule assigned  Bill Gates Storage Room A 1/22/2014 4:18:10 PM
Access denied: No access rule assigned  Bill Gates 1st floor Entrance 1/22/2014 4:18:10 PM
Doyt Access denied: No access rule assigned  Bill Gates AllDoors Entrance 1/22/2014 4:18:10 PM
4 ¥ B Building Dan Access granted Bill Gates 2nd floor Exit 1/22/2014 4:17:56 PM
4 ¥ E istfioor <
Front Door
» ¥ [l Loading Dock
» ¥ [l storage Room
4 ¥ B 2nd floor
¥ CustService
» ¥ [l Management
» ¥ H sales

Bill Gates

E Inventory

Events

¥ % Visitor

¥ % Access denied

¥ % Access granted
® Antipassback violation
© Entry assumed
© Entry detected
®© First person in
® Last person out
® No entry detected

Generate report General | Transaction

ro—
Query | Logical view
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Module 6 - Additional Configurations

Organize the Area view
Creating and configuring the logical tree structure

The logical tree structure is what will be seen by the users when searching for an entity like a camera or
door. You goal should be to create a logical structure that will be efficient and easy for the users to navigate.

Open the Config Tool = Logical view task

Your trainer should have already created an area called AllDoors

Drag and drop your door into the AllDoors area

Select the directory (@) at the top of the logical tree

Click Add an entity (%) > Area

Assign the name Building_(your name) to your new area

Select your new building area. Click Add and entity and create a sub-area to your building area
called 1%t floor.

O Select your new building area. Click Add and entity and create a sub-area to your building area
called 2" floor.

Coo00o0oDO

# Config Tool E Logical view

< i3

4 ® TrainingVM1
» E AliCams
«E Building_Dan

» B 1stfloor
» & 2nd floor

O While holding the Ctrl key on your keyboard, drag and drop & Config Tool | e
your door from the AllDoors area into your building’s 15
floor area. (This will place a copy of your door instead of
moving your door to the destination area)

< i [l Front Door

4 ® frainingwml

4 g AllDoors

F

Front Door
Loading Dock
Storage Room
ilding_Dan

= lstfloor

£ 2nd floor

= Add anentity 2 Delete 4 | Diagnose
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Schedules

Use the Config Tool to create and configure 3 office schedules. These can be used to control video quality,
user logon hours, motion detection sensitivity, recording triggers, etc.

Create and configure an office hours schedule:

a

Ooo00o

Open the Config Tool > System view task - Schedules

Click Add an schedule (% Schedule)

Name your schedule (YourName)_OfficeOpen

Select your new schedule’s Properties tab

Set the Date coverage to Weekly

Using your mouse, click and select Monday 08:00 - Friday 18:00. Click Apply

# Config Tool ® System

®' General settings * Roles [B] Schedules @ Scheduledtasks '$ Macros Output behaviors L4 i) Office open

Y = |
B Always Identity | Properties
BBl Nighttime
— Date coverage: | Weekly
B8 Office closed
Bl Office holidays 12 1 2 8§ 9 10 1 12 1 2 3 4 5 &

Sunday

5
AN ERENENEEENEN

Monday

I
Tuesday

Thursday

Friday

|

| |

| LT |
Wednesday | || | |

et
Saturtay HEEEREEENENERENERENEN

@ Add § Remove Hold @ for minute precision

Create and configure an office closed schedule:

a

0OO00O

Click Add an schedule (% Schedule)

Name your schedule (YourName)_OfficeClosed
Select your new schedule’s Properties tab

Set the Date coverage to Weekly

Using your mouse, click and select the opposite of Monday 08:00 - Friday 18:00. Click Apply.

(Tip: While left-clicking selects a cell, right-clicking empties a cell)

# Config Tool ®' System
®' General settings = Roles Schedules @0 Scheduled tasks ® Macros Qutput behaviors < i B8 Office closed

Y =]
Always Identity | Properties
Nighttime
&
Office holidays o i i i

B Office open

Sunday
Monday

|
|
Tuesday |
Wednesday |
|
|
|

Thursday
Friday
Saturday

@add & Remove  Hold g for minute precision
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Create and configure an office holidays schedule:

O Click Add an schedule (% Schedule)
Name your schedule (YourName)_OfficeHolidays
Select your new schedule’s Properties tab
Set the Date coverage to Ordinal. Add ( % ) the following:
U Day 1 of January
Day 18 of April
The third Monday of May
Day 24 of June
Day 1 of July
The first Monday of September
The second Monday of October
U Day 25 of December
O Click Apply

OO0

I I Iy W Wy

& Config Tool ® System

*' General settings * Roles Schedules @1 Scheduled tasks  ® Macros Output behaviors -3 Dan_OfficeHolidays

Y = | |
S Identity | Properties
Always

Dan_OfficeClosed

Dan_OfficeOpen

EE) Dan OfficeHolidays Description Time coverage
Day 1 of January Current day: 00:00:00 - 24:00:00
Day 18 of April Current day: 00:00:00 - 24:00:00
The third Monday of May Current day: 00:00:00 - 24:00:00
Day 24 of June Current day: 00:00:00 - 24:00:00
Day 1 of July Current day: 00:00:00 - 24:00:00
The first Monday of September Current day: 00:00:00 - 24:00:00
The second Monday of October Current day: 00:00:00 - 24:00:00
Day 25 of December Current day: 00:00:00 - 24:00:00

Date coverage: 'Ordinal
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Event Handling
Link an automated action to an event

Create an audible alert or a pop-up message whenever the event Door forced open is fired

O Open Config Tool > System task - General settings and select the Actions tab
Click Add an item (%) at the bottom of the pane on the right side to add a new action
Select the source entity that will file the event. In this case, select Door. Click Next
Select your specific door from the logical tree. Click Next

Select the event Door forced open. Click Next

For the “Action”, select either Play a sound, or Send a message

coo0o0o@o

Select the type of action Select the type of action
= ' Override with manual recording quality

= ' Override with manual recording quality
[+] Play a sound

fl Play a sound
% Postpone intrusion detection area arming % Postpone intrusion detection area arming
™' Recording quality as standard configuration
2 area people count

' Recording quality as standard configuration
D Reset area people count
D Reset external system p=] external system

® Run a macro ® Run a macro

= Run a pattern "= Run a pattern
/ # Send a message
B Send an email

@ Send task

# Send a message

B Send an email

@ Send task

& Set the door maintenance mode Set the door maintenance mode
et threat level threat level
nce buzzer nce buzzer
ound buzzer ‘) Sound buzzer
Start applying video protection

Start recording

Start applying video protection
Start recording
Stop applying video protection Stop applying video protection

Strn rarnrdinn Stop recordina

User, Us:

Sound to play: Alert

When selecting Play a sound as the desired action, a User When selecting Send a message as the desired action, a
(recipient) and sound file must be chosen. recipient must be chosen and the message text entered

O Click Create. Click Close
O Your Event - Action relationship should now appear on the page of Actions in the System task

# Config Tool ® System

® General settings * Roles Schedules @0 Scheduled tasks ‘ Macros Output behaviors

31 Custom fields Entity name:

Events Entity Event Action Argument: Details Schedule

{l' Storage Room [£ Door forced open  Send a message T Dan Door forced open in the Storage Room  Always

Module 6-5



Testing the Event - Action automation

I's now time to test your event-to-action configuration.

U Toggle your door monitor input to cause a Door forced open event to occur.
O Do you see or hear the desired alert sound or pop-up message?

& Config Tool ® System

®' General settings * Roles Schedules @R Scheduled tasks $ Macros Output behaviors

31 Custom fields Entity name:

Events Entity Details

m Logical ID

r° Activit|

*} Message

Audio l Door forced open in the Storage Room

o

Threat

]

= Add an entity

Schedule

This pop-up message appeared for 10 seconds upon toggling the physical door monitor input

O If you do not click the Close button in the pop-up, the message will only remain on screen for 10
seconds. It will then get filed away in your notification tray. Double click the message icon in the

tray to view or delete the messages

@ |7_ ”—E 0 |

If your action executed automatically, you are finished with this exercise. You could try modifying your action

or adding more actions.

If your action did not execute successfully, continue to the next page for some troubleshooting suggestions.
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Troubleshooting the Event > Action automation

Q If you chose the actions Play a sound or, Send a message, you had to select a recipient when
configuring your action. Are you logged into the client application as the user who should
see/hear the action? (Or, are you perhaps logged in as user Admin?)

O If you selected the action Play a sound, make sure that your PC speakers are not muted. Check
the volume control on your laptop.

U Are you toggling the correct input on the door controllers? Access control units offer anywhere
from 4 — 16 inputs each. Perhaps the wrong input was toggled.

O Is the source event (in this case, Door forced open), firing at all?

o Open a new monitoring task and monitor your door. Ignore the desired action, do you
see the event Door forced open at all?

o Ifyou don'’t see the Door forced open event, check the event filters in your Security Desk
Options menu:

Options

Tasks e Event options

Private tasks v Keyboard shortcuts Events Display in tile
i Database lost

" Database recovered
Deadbolt locked
% User interaction Deadbolt unlocked

isk load is over 80%

W Video

Public tasks BA visual

Options 2 retormance —
Door locked: Maintenance completed
B8 peripherals f Door manually unlocked
Door open too long
Alarms Door opened
Door unlocked
6 Date and time / Door unlocked: Maintenance started
: Door warning: Unit is offline
R Ertemal devices Doorknob in place
Doorknob rotated
i Edge storage medium failure
Elevator warning: Unit is offline
¥ ¥l Entity has expired
¥ #lh Entity is expiring soon
A Entity warning
¥ (@ Entryassumed
¥ ([ Entry detected
™' File deleted
¥ F First person in

b T ]

O Check the state of the inputs in the controllers own web interface. Both HID hardware and SMC/
Synergis Cloud Link hardware offer a web page where we can see the state of its inputs and outputs.
Open a web browser and login to your controller’s IP address
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Q If you have an HID controller (for SMC/ Synergis Cloud Link, skip to the SMC/Synergis Cloud Link
section):

o Click the link System Status at the top of the page

& VertX Basic Setup

A
m Advanced Setup System Status Supplemental Configuration

Enter basic setup information.

Connection Selection

o The System Status page should show all of your inputs in “Normal” state (green)

& VertX System Status

Basic Setup Advanced Setup Supplemental Configuration

The VertX controller configuration is displayed. Input status is updated periodically. Select a relay to command.

Add Unconfigured l I Exit

System Status
- D1 Host Name VertXController
V2000 MAC 00:06:8E:01:C1:CC IP Address 192.168.100.30
Version 2.2.7.149 Date 01/30/2014 20:03:29 UTC
B s i el
y (i
B S | | - - [ R
v n )
| iEn][] 2% ] ] ) [

I Add Unconfigured | I Exit |
Copyright (c) 2005-2006 HID Corporation. All rights reserved.
di :

This software is p by copyright law an

treaties. Any i ion, distribution or use of the software is prohibited.

All inputs are shown in “Normal” state (green)
o Toggle your door monitor input and click Refresh in the System Status page
st A
R @ 2 ] ] ] e
R [@] s 2 ] ) ] ] e
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o

o

If the controller sees the door monitor input in active state, it should show the Door monitor
input (El) “Active” (yellow) and the Door forced icon (Z ) in “Alarm” state (red)

s

& VertX System Status

Basic Setup Advanced Setup Supplemental Configuration

The VertX controller configuration is displayed. Input status is updated periodically. Select a relay to command.

Add Unconfigured | I Exit

System Status

D1 Host Name VertXController
MAC 00:06:8E:01:C1:CC IP Address 192.168.100.30

Version 2.2.7.149 Date 01/30/2014 20:02:56 UTC

e A
) ([ Ja) )| - | * ] * [ ) o
N En N ] [ i) g

[ Add Unconfigured I I Exit I

Copyright (c) 2005-2006 HID Corporation. All rights reserved.
This software is p by copyright law and i i treaties. Any i i istribution or use of the software is prohibited.

Door monitor “active”, door forced “alarm”

However if anther input has been toggled, it would show “Active” in the System Status page

[ =i |

& VertX System Status

m Basic Setup Advanced Setup Supplemental Configuration

The VertX controller configuration is displayed. Input status is updated periodically. Select a relay to command.

Add Unconfigured l l Exit

System Status

ID1 Host Name VertXController
V2000 MAC 00:06:8E:01:C1:.CC IP Address 192.168.100.30
; Version 2.2.7.149 Date 01/30/2014 20:13:24 UTC

i S0l R
R @) 2 ] ] ) [ e
) iEn] ] 2% ] ) ] ) [

I Add Unconfigured | | Exit |

Copyright (c) 2005-2006 HID Corporation. All rights reserved.
di ;

This software is p by copyright law an

treaties. Any i ion, distribution or use of the software is prohibited.

Tamper input has been toggled as is “active” (instead of door monitor)
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Q If you have an SMC/Synergis Cloud Link controller:
o From the Controller Portal - Home page, click IO diagnostics
o Select what you want to monitor in real time.
a) From the View drop-down list, select Interface.
b) From the Entities drop-down list, select the panel you wish to monitor.

€ Home Log off (admin) About

Hardware configuration

Properties E“,IO diagnostics
W SMCOO10F32611EE
e | Interface E| G |v1 00-0 E| Add
~ I vertx
~ @l Channel D (HID VertX) Vi00-0 »
 Relays
Channel Interface Device Description
V' B™ Mercury Security D V100-0 Reader 1 Output DoorStrikeRelay D
@l Channel C (Mercury Security) Reader 1 Output AuxRelay . 4/15/2013 1:42:05 PM EDT, HwDiagnostics
u MR52-0 Reader 2 Output DoorStrikeRelay I:l
Reader 2 Qutput AuxRelay I:l
“ Inputs
Channel Interface Device State Contact type Description
D V100-0 Reader 1 Input RexSwitch D Normally open
Reader 1 Input DoorSwitch D Normally open
Reader 2 Input RexSwitch I:l Narmally open
Reader 2 Input DoorSwitch I:l Normally open
Input TamperSwitch D Normally open
Input AcFailure D Normally open
Input BatteryFailure D Normally open
' Readers
Channel Interface Device Card read Buzzer Led Last read
o V100-0 Reader 1 ;éliﬁggjl;uﬂ PM EDT, Wiegand =)
Reader 2 (]
‘ & Refresh ‘
| Clone ‘ Lg' Add | | X Delete ‘ Selector

The Reader 1 Input RexSwitch on the V100 is in “active” state (green)

o Toggle your door monitor input and observe the state on the 10 diagnostics page

Active

’ Trouble

Inactive

O Does your door switch input appear active (green) in the 10 diagnostics page when you toggle the
physical input?
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Zones

Create a hardware zone to monitor inputs on an access control unit.

Identify your inputs
U Open Config Tool - Access control task - Roles and units
O Select your access control unit. Click its Peripherals tab

U Select an unused input and click Rename () to rename it. This is done to make it easy to
identify when configuring your zone

# Config Tool B Access control
@ Rolesand units % Cardholders  *= Cardholder groups & Credentials Access rules M. Badge templates [ General settings <

Y = -} 4 =] a L
Identity Properties Network | Peripherals = Health Synchronization  Location

4 ® TrainingVM1
4 ™ Access Manager I ————————————————————— I —
PN | Physical name [ Type | State | LogicallD |
0 - (= - Out 4 (Aux Relay) V2000 - Out 4 (Aux Relay) Output
L EEE——— - Out 3 (Strike Relay) V2000 - Out 3 (Strike Relay) Output
% TRAININGVM1 | & -In1 (Door Monitor) V2000 - In1 (Door Monitor) Input Unavailable

- Reader #1 V2000 - Reader #1 Reader
-In4 (REX) V2000 - In 4 (REX) Input Unavailable
- Out 1 (Strike Relay) V2000 - Out 1 (Strike Relay) Output
V2000 - In 2 (REX) Input Unavailable
| V2000 BatFail | _lnput | Unavailable | |
V2000 - Out 2 (Aux Relay) Output
V2000 - AC Fail Input Unavailable
V2000 - In 3 (Door Monitor) Input Unavailable
V2000 - Reader #2 Reader

=k Add an entity € Delete 0 Diagnose ¥ Copy configuration tool ) Reboot & Enable maintenance mode B Health statistics = Audit trails

1 Unit discovery tool " Move unit

O

Rename the input(s) to something like (YourName)_Input_a, (YourName)_Input_b,
(YourName)_Input_c, etc.

Once you have renamed one or more inputs, open Config Tool - Logical view

Click Add an entity (% ) and select Zone

When asked What kind of zone do you want to create? Select “Zone” not “Virtual zone”
Select your access control unit. Click Create. Click Close

In the Logical view task, select your zone’s Properties tab

Select the input(s) you renamed earlier

ocooo0oo0oo
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= | = A El
Identity = Properties  Arming Cameras

Access control unit: VertXController-B8
U Operator: OR
O Normal state: Sperton © o
Window closed
O Active state:
Window opened
O Trouble state: None
U Reactivation
threshold: 1000 ms

v
v

Associated events

Normal state: 'Window closed
Active state: 'Window opened
Trouble state: 'None

Reactivation threshold: | 1000 :’ms

O Click Apply. Your zone should then come online and change from red to white

Testing/Monitoring your zone
O Open the Security Desk - Monitoring task

O Click the Home button ( ) and select Options. Click Events

O Scroll down the event list to ensure that the event Window closed has a checkmark in the column to
the left and Window opened has checkmarks in both left and right columns.

Options
General Event options

v Keyboard shortcuts Events Display in tile

SR TG ey T
m Visual

-‘) User interaction

Synchronization started: External system

Tailgating
Transmission lost

Transmission recovered
Undefined video analytics event
Unit connected

Unit failed to respond to edge video request
Unit lost

Update failed

Update installation completed
Update installation started
Update published

Update uninstallation completed
Update uninstallation started
User logged off

User logged on

VRM connection attempt

-

i Events

W Video

-~ Performance

L] Peripherals
Alarms

“ Date and time

L
L
L
o=
e
&
v
By
e
v 1
v 1

%_ External devices

: VRM connection failure
Window closed
Window opened
Lune anmea

Zone disarmed
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U Click the button Monitored entities (“) at the bottom of the page

O Click Add (%) and navigate the logical tree to select your zone. Click Add. Click any tile to close
the Add monitored entity window

U Tap the F9 key twice so that your Security Desk Monitoring task displays both tiles and the event list.

U If any events appear in the list, click the Clear event list button

# Security Desk e Monitoring
1items

Event Description Event timestamp « Source

Window closed 1/27/2014 6:15:27 AM B Dan's zone

LB [0.) 5

3

4 ® trainingvml
» B Building_Dan
8 1 Inventory Tile

» B Dan's zone

O Force an input in your zone to change its state (from open to closed or closed to open)
O Does your monitoring task display the Zone event? Click the Disarm zone widget and try again.

& Security Desk ¥, Monitoring

Clear event
Event Description Event timestamp ~ Source | | st
EV e n t I | St Window closed 1/27/2014 6:15:27 AM E Dan'’s zone
E t r Window opened 1/27/2014 7:06:55 AM @ Dan'’s zone
I}]/e n S a e Window closed 1/27/2014 7:06:56 AM E') Dan'’s zone
shown in
text-mode [|E W B Dors oone rE——] |, | )
2 'g"‘:“_';g_‘"": 1/27/2014 7:06:55 AM : 2 il Zone wid g et
Display tile |y Arm/Disarm
Events are > B Dan'szone ! v PR buttons
shown in s
graphical-
mode
Monitored
entities Senerel
Add or
Remove
entities to
monitor
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Module 7 - Advanced access control

Areas: Antipassback
3 important points must be noted before beginning:

a) Antipasshack and interlocking are configured on an area, not a door.
b) Antipassback and interlocking is not supported for doors with a single reader + a REX.

c) Antipasshack and interlocking are mutually exclusive. It's one or the other, not both.

Configure an area for a anitpassback

U Open Config Tool > Area view
O Configure an area with a single controller (can be 1 or more doors running on a single controller)

U Configure the door(s) as perimeter door(s) of the area under the Members tab

# Config Tool E Areaview

< [ E5 2nd floor
S [ = B
4 ® SV16-B1D72B9AFC Identity | Properties | Advanced
» E Aucams Access S
4 B Building_Dan N T
» E st floor
=3 2nd floor
» @ Qalb
» @ r&D

+

Doors:
Name Perimeter Captive In  Out

[ oalab 0 In  Out

il r&D . In  Out

+

+ Add an entity X Delete €% Maintenance v




O Configure the area’s antipassback properties as:
O Status: ON
a Type: Hard
O Timeout: 0 min.
a Strict: ON

# Config Tool E Areaview
< ] g" 2nd floor

Identity  Properties | Advanced

4 ® SV16-B1D72BYAFC
» B Alicams
«E Building_Dan
» g 1st floor Status: | \ Status:

Antipassback Interlock

2nd floor
» @ oAb

» @ R&D Type: O

Schedule: Priority:

® Override:
Presence timeout: |0 Lockdown:
Strict: mo
First-person-in rule
Enforce on door unlock schedules: Q On-site time offset:

Enforce on access rules: e

Visitor escort rule

Enforce visitor escort rule: e

O Click Apply. The access manager role should then synchronize the new configuration down to the
door controller. Antipassback will not work until the unit has synchronized. Watch the door icon for
the synchronization process ( & ).

4 * TrainingVM1 4 * TrainingVM1
-
4 E Building_Dan 4 E Building_Dan
E i-
¥ g 1st floor FE 1st floor
4 B Indfloor 4 E 2nd floor

4 B Ma nagement

4 E Ma nagement

A Controller is
Controller is in ..
v @l Management normal state synchronizing

4 E| CustService
4 |E| Sales » { Sales

4 |E| CustService
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Test the antipassback area

O Open a Security Desk > Monitoring task

Make sure that you can see both the display tiles and the event list (on top)

Click the Security Desk Home tab ()

Click Options - Events
o Check the box beside Antipassback violation Click Save

Add the antipassback area to the Monitored entities list

Chose a cardholder who should get access granted to the antipassback area/door(s)

U Present the card to exit the area. Be sure to toggle the door monitor input to force the Door open
and Door closed events. We expect to see access granted events when entering the area. You
may see some other area events (like First person in)

U Examine the results in your monitoring event list.

Present your card on the other reader to exit the area. Toggle the door monitor again. (Exit the area)

O Try again but this time, present the card to enter the area, toggle the door monitor, pause 10
seconds, and present the card again on the same reader. This time, we expect to see an access
granted event upon the first reading, but an Access denied: Antipassback violation for the
second reading of the same card.

000

0o

O

& Security Desk ¥, Monitoring

Event Description Event timestamp Source

Access denied: Antipassback violation Queen Elizabeth on Tokyo office - Out 8/25/2016 7:57:57 AM 7] Tokyo office (Out)
e S e O O DO N

Access denied: No access rule assigned Usain Bolt on Tokyo office - Out 8/25/2016 7:51:06 AM [l Tokyo office (Out)
Door closed 8/25/2016 7:49:38 AM FF Tokyo office
Entry detected Queen Elizabeth on Tokyo office - Out 8/25/2016 7:49:37 AM i} Tokyo office (Out)
Door opened 8/25/2016 7:49:36 AM [} Tokyo office

Access granted Queen Elizabeth on Tokyo office - Out 8/25/2016 7:49:34 AM ] Tokyo office (Out)

Al @ Tokyo office © Access granted 2 <> Access denied: No access rule assigned
4 ™ GENETECDCTRAIN1
4 gj Head office
» B Allcams
» [ café
» @l Main entrance
» @ Reception
4 Bf Remote office
Tokyo office
™ ' AE Main - Camera - 01
' Tokyo Night - Camera - 01

In the illustration above, Queen Elizabeth has been locked out of the Remote office area due to an
antipassback violation. Because antipassback is configured in “strict” mode, someone will have to
explicitly “forgive” the violation so that the cardholder can gain access to the area.
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Forgive the antipassback violation
To forgive an antipassback violation and make the card usable again:

U Select the display tile showing the antipassback violation and click the Forgive widget

=ErEes

& Security Desk ¥. Monitoring
S items

Event Description Event timestamp Device
Access granted Linus Torvalds on R&D - In 9/25/2016 8:33:26 AM
Entry detected Linus Torvalds on R&D - In 9/25/2016 8:33:28 AM
First person in Linus Torvalds on 2nd floor 9/25/2016 8:33:28 AM

Access denied: Antipassback violation Linus Torvalds on R&D - In 9/25/2016 8:34:16 AM

Antipassback violation Linus Torvalds in area 2nd floor 9/25/2016 8:34:16 AM D R&D (In)

4 ® SV16-B1ID72BOAFC
» B AliCams
4 B Building_Dan
» B 1stfloor

O Once the antipassback violation has been forgiven, try presenting the card again. Do you now see
an access granted event?
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Areas: Interlock (Mantrap, SAS, Airlock, etc...)

3 important points must be noted before beginning:

a) Antipassback and interlocking are configured on an area, not a door.
b) Antipassback and interlocking is not supported for doors with a single reader + a REX.
c) Antipasshack and interlocking are mutually exclusive. It's one or the other, not both.

Configure an area for an interlock

U Open Config Tool - Logical view
O Create an area that contains 2 doors (on a single access control unit)
U Configure the area’s Advanced properties with Antipassback OFF and Interlock ON

» Config Tool .? Area view B Access contral
< B Ej 2nd floor

. ¥ =] = B
Identity  Properties | Advanced

4 ® Sy16-B1DT2BOAFC
» E Allcams
4 E Building_Dan

Antipassback Interlock

£ st floor Status: ° Status:
4 i!ﬂ 2nd floor
* 0 oalb Schedule:
L3
& ran Presence timeout: |0
Override: | Unassigned

Strict:
Lockdown: | Unassigned

= Add an entity X Delete ¥ Maintenance «

O Select the area’s Properties tab to confirm that both doors are perimeter doors

Doors:
Name Perimeter Captive

[l oAleb .

il r&D O

O Select the area’s Properties tab to assign an access rule to the interlock

O Test the interlock with the Monitoring task in the Security Desk application (see next page)

O If your interlock grants/denies access correctly, try configuring an Override button (input) or a
Lockdown button (input) in the Logical view - Interlock area - Properties page

O Test the interlock’s Override or Lockdown input in the Security Desk Monitoring task
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Import Tool

Create a plain text, CSV file using notepad. Once it has been saved, use the Import Tool to import the file

into Security Center.

U Open Windows notepad and create a new text file
U Use the following in your text file (modify to personalize with your own cardholders/credentials):

File

Edit Format View Help

Ronald,McDonald,Marketing,rmcdonald@genetec.com,Yes,102,65501,Active
Kofi,Annan,Management,kannan@genetec.com,Yes,102,65502,Stolen

Li,Na,Security,Ina@genetec.com,Yes,102,65503,Active
Celine,Dion,Sales,cdion@genetec.com,Yes,102,65504, L ost

Save the file on your desktop as Import. TXT. Close Notepad
Browse your Windows desktop and rename the file Import. TXT file to Import.CSV

Open Config Tool = Tools = Import Tool ( ‘f )

Iy Iy Ny Ny

Click the Browse button ( ... ) and point to the text file you prepared earlier (Import.CSV). Click Next
Leave the defaults in the Settings page (unless you modified the structure of your import file)

Encoding:

Western European (Windows) ~

Column delimiter. |,

Decimal delimiter: |.

Thousand separator

Start at line:

Non-breaking space

Maximum picture file size: |

Add credential to cardholder key:
Card format:

Credentials operation:

Transparency color:

Badge template:

Standard 26 bits  ~

Add >

O Click Next
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O Map the contents of your import file to Cardholder and Credential fields in the database:

Sample value Binding
Ronald . First name

I ———..
McDonald * Last name
Bindings =
Marketing = Description

rmcdonald@geneteccom % Email

Yes % Status

102 #in Standard 26 bits - Facility code

% Standard 26 bits - Card number

s Status

O Click Next. The Import Tool will then try to import the contents of your file into the database
O Note the results of the import process. Are there any errors?

Status: Completed
File: D:\Users\copithorned\Desktop\Import.cav
entities have been imported.

Tows were commented.
0 errors were found.

O Click Close
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Validating the results of the import process

If the import tool successfully imported the contents of your Import.CSV file, we should find some new
cardholders and credentials in the database:

O Open Config Tool > Access Control task - Cardholders
O Do you see you newly imported cardholders? (You may need to refresh the list with F5)

# Config Tool B Access control

® Rolesand units % Cardholders and credentials Accessrules M. Badge templates W General settings
4 ™ SV16-B1D72B9AFC
2 All cardholders

‘2 Management team

»
»
» 2 R&D team
bz
»
4

Security team
‘2 Visitors

“ Celine Dion
Celine Dion

. Kofi Annan My newly imorted cardholders

Kofi Annan
TN and their credentials have
Li Na
% Linus Torvalds been created and added.
# Linus Torvalds's credential
“. Ronald McDonald
% Ronald McDonald

O Select one of the newly imported cardholders. Select the Identity tab and the Properties tab
Do you see the values you had imported from your CSV file (eg Description, email address)?
U Select a Credential

# Config Tool B Access control

® Rolesandunits % Cardholders and credentials Accessrules M. Badge templates | General settings

, Y m P -
4 ™ SV16-B1D72B9AFC Identity | Properties | Badge template

*Z Al cardholders

Credential information
Management team

‘2 R&D team Card format: Standard 26 bits
2 Security team Facility code: 102
“Z Visitors Card number. 65504
% Celine Dion
Celine Dion
% Kofi Annan

Kofi Annan Status

Cardholder: | % Celine Dion

Status:

Activation: Never
Linus Torvalds's credential
= Ronald McDonald
#i Ronald McDonald

Expiration: 'Never

»

= Addan entity > Delete 1 Unit enrollment [ Copy configuration tool

O Do you see the credential status value imported from your CSV file? Some may be Active, Lost or
Stolen
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Custom Fields (as a group)

Create custom fields to be added to a cardholder’s properties like Office extension, Home phone, Hire date
and Birth date. Then group them into to Layout groups. 1 for personal information and the other for

professional information.

Co0o

Open Config Tool - System task - General Settings
Select Custom fields from the column on the left
Click Add (%#) Custom Field at the bottom of the page
Create the following new custom fields:
Office extension | Home phone | Hire date Birth date
Entity type Cardholder Cardholder Cardholder Cardholder
Data type Numeric Numeric Date Date
Name Office extension Home phone Hire date Birth date
Default value 0 0 01/01/1900 01/01/1900
Professional Personal Professional Personal
Group name . . . . . . . .
information information information information
Priority 1 2 1 2

O Click Save and close

Entity icon / Field name ¥

% Office extension

% Home phone
% Hire date
% Birth date

Custom fields

Data type Default value
Numeric 0
Numeric 0
1/1/1900
1/1/1900

Date
Date

Custom data types

Group name / Priority

Professional information (1)
Personal information (2)
Professional information (1)

Personal information (2)

Mandatory = Value must be unique

O Open the Config Tool = Access control task - Cardholders
O Select a cardholder. Click the cardholder’s Custom fields tab. Do the custom fields appear?

= Barack Obama

- Bart Simpson

= Celine Dionne

= Dan Copithorne
= Eleanor Shelby

= Isabella Rossellini
= Kofi Annan

= LiNa

= Ludwig van Beethoven

= PKSubban
> Queen Elizabeth

= Ronald McDonald

Personal information

Birth date:

Home phone:

Professional information

Hire date:

Office extension:

01/01/1900 9

0o [

01/01/1900

0

-
-

=]
Identity  Properties

Owner

= =1
Picture | Custom fields
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Global Cardholder Synchronization (as a group)

Global cardholders are local cardholders who can be shared with other (independent) Security Center
systems. You will need 2 independent Security Center systems to try this exercise. We will consider the
existing training server as the “Sharing host”, and the newly added secondary system as the “Sharing guest”.

Create a user profile for the Global cardholder synchronizer on the Sharing host

For a remote system to be able to connect and download cardholder and credential information from a
central system, authentication will be required to establish the connection. It is recommended to create a
new user profile on the host system to be used by remote systems who need to connect.

U Open Config Tool - Security - Users

U Create a new user with the following (minimum) privileges:
o Application privileges > Global Cardholder Synchronizer: ALLOW
o Administrative privileges - Access control management - View cardholders: ALLOW
o Administrative privileges > Access control management - View credentials: ALLOW

# Config Tool § Security
§ Users ¥ Usergroups #* Partitions 2 ¥ RemoteOffice

Y = = = 8 o
1 Identity Properties Workspace Security | Prvileges

Admin
AutoVu Set of privileges: Basic privileges

Dan Privileges Allow Deny Undefined Inherited from
Patroller ?( All privileges
RemoteOffice 4 @ Application privileges

8 Config Tool

» ¥ Security Desk

Web Client

& Global Cardholder Synchronizer

SDK Log on using the SDK

Connect with the Global
Cardholder Synchronizer

= Mobile Application
“e Federation
» ¥ General privileges
- Administrative privileges
v E Logical entities
e Physical entities
Schedule management
B Access control management
© Convert shared entities to local entit
» B2 View access rules
» K. View badge templates
4 *Z View cardholder groups
» # Modify cardholder groups (
4 % View cardholders ® . O  See cardholder details
» # Modify cardholders - ) 0

4 @ View credentials ® e O  See credential (card) details
» # Modify credentials ) 0
» © View visitors

» © Alarm management
» B2 LPR management

» M Task privileges

» 4 Action privileges

Collapse selection | | Expand selection

+ User v € Delete ' Copy configuration tool = Audit trails

The minimum privileges required for a remote system to connect and download cardholder/credential info.

Module 7-



Create and configure a Global partition on the Sharing host

O With your Config Tool logged into the “master system” or the Sharing host, click Add an item (¥ )
to create a new Partition

# Config Tool | Access control

® Rolesand units % Cardholders and credentials Accessrules M. Badge templates [ General settings ) *® SV16-B1D72BYAFC
- Y

All cardholders -
Access control unit 5 Hotlist B Plugin

Management team
R&D team Access Manager 3 Intrusion detection area -, Point of Sale

* Security team Access rule Intrusion detection unit i Schedule

o Active Directory 4 Intrusion Manager -d Scheduled task
= Celine Dion
Kofi Annan Alarm = LPRunit 3% Tile plugin

Active Directory Federation Services &= LPR Manager 9 Security Center Federation

Li Na Archiver » Macro & User

Area Media Gateway & User group
Auxiliary Archiver % Monitor group && Video unit
Badge template W Network ® Web-based SDK

Linus Torvalds
Ronald McDonald

Camera sequence Q Omnicast Federation ¥ Zone
@ Cardholder E Output behavior ¢ Zone Manager
& Cardholder group ¥ Overtime rule
@ Cardholder 7 Credential [P] Parking facility

& Cardholder group Door

Credential T Elevator g Permit

Show all » Global Cardholder Synchronizer E-. Permit restriction

= Add an entity #1 Unit enroliment € Maintenance v

O Assign a name to the new partition and click Create

O Select the new partition’s Properties page and click Add (%) to add 2 cardholders and their
credentials as members of this new partition

O Toggle Global partition to ON.

¥ User manag...

.3 * Global

[———
| m =
4 ¥ 5v16-B1ID72BYAFC Identity | Properties
» * Covert
» ** Global
» #* public % Linus Torvalds

Members: | Y

#@ Linus Torvalds's credential
Ronald McDonald
Ronald McDonald

» #* SecurityTeam

» ¥% Administrators

» I AutoVu operators
» ¥ Operators

» ¥ Patroller users

Global partition: ‘e

his page are autom:

+ Add an entity X Delete
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O Create a new user account that will be used by the guest system to connect to the host system and
download cardholder information from the shared Global partition. make sure that the user profile
has the privilege to use the Global cardholder synchronizer

# Config Tool ¥ User manag...

< B 1 RemoteOffice

®Y m =+ NN e

iP VSV16—B1D7289AFC Identity Properties  Accessrights | Privileges Advanced

» * Covert

» & Global

» & public
® SecurityTeam
% Administrators
T AutoVu operators »

Privileges Allow Deny Undefined Inherited from
A All privileges
4 mm Application privileges
Config Tool
* Security Desk

Management group Web Client

.
¥ Operators group © Global Cardholder Synchronizer
¥ Patroller users < Log on using the SDK
¥ Security team = Mobile application
4 RemoteOthice "¢ Federation
» ¥ Patroller

» $1 General privileges

» Administrative privileges

» W Task privileges

» 4, Action privileges

Exceptions: | &

= Addan entity € Delete W Copy configuration tool

O Select the user’s Access rights tab. Grant the user account access to the Global partition.

# Config Tool § User manag...

< i ¥ RemoteOffice
4 = | | o K B
4 ™ SV16-B1D72BOAFC Identity  Properties | Accessnghts  Privileges  Advanced
» * Covert
» * Global
» & public

* SecurityTeam

-

Access rights Administrator 7" Inherited from
4 [  5v16-B1D72B9AFC
* Covert
» ¥ * Global
» * public

1% Administrators

AutoVu operators
» * SecurityTeam
Operators group

Patroller users

»
»
»
> Management group
»
»
»

Security team
RemoteOffice

Module 7-



Configure the remote system to connect to the main system as a Sharing guest

This part of the configuration exercise is for the remote system who will connect to the main system to
download some cardholder and credential information.

O With your Config Tool logged into the “remote system” or the Sharing guest, open Config Tool >
System task - Roles

O Click Add an entity (%) > Global Cardholder Synchronizer

O Inthe Specific info page, enter the following parameters, and click Next.

O Server. Server where this role will be hosted.

U Directory. Sharing host’s main server name or IP.

O Username and Password. Credentials used to connect to the sharing host. The extent of
what the sharing guest can do on the global partition will be limited by what this user can see
and do on the sharing host. The user must have the Global Cardholder Synchronizer
privilege on the sharing host in order to connect as well as the privilege to see cardholders
and credentials

O Synchronize automatically. Select this option to have the GCS to update the guest system
immediately, every time a change is made on the host.

Directory: | TrainingVM1 (Hostname or IP Of Sharing host)

Username: | RemoteOffice

Password:

! Cancel |

O Inthe Basic information page, enter the name, description, and partition where the GCS role
should be created.
O Click Next, Create, and Close.
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O Click the Properties tab.
O Ensure that the remote Global Cardholder Synchronizer role can successfully connect to the host
system for cardholder and credential information. What does the Connection status indicate? Be
patient, sometimes it takes a minute or so to connect, authenticate and download the information.

e
& Config Tool ® System

®' General settings * Roles Schedules @1 Scheduled tasks $ Macros Output behaviors < 2 TrainingVM1 (Global Cardholder Synchroni

v ] ' LS

P Identity | Properties | Resources
e Access Manager

= Archiver

*& Directory Manager

Connection status: Not connected

_ Not initialized:
Health Monitor

&5 LPR Manager

"."' Media Router
B Report Manager Username: | RemoteOffice
> TrainingVM1 (Global Cardholder Synchr

Zone Manager

Password: | esesssscee

Global partitions:

¥ Synchronize automatically
. »

&k Addanentity X Delete [ Diagnose B Deactivaterole = Audit trails

O Select the partition(s) you want your local system to synchronize and click Apply.

# Config Tool ® System
*' General settings * Roles Schedules @ Scheduled tasks $ Macros = Output behaviors < ) © TrainingVM1 (Global Cardholder Synchronizer)

Y = = L
= Identi Properties | Resources
2. Access Manager ty ES

E{ Archiver

"t Directory Manager

Connection status: Connected

& Health Monit Synchronization completed [ 2/7/2014 5:21:36 PM ]
3 Hea lonitor

&5 LPR Manager
- Media Router Directory: | TrainingVM1
B Report Manager Username: | RemoteOffice
© TrainingVM1 (Global Cardholder Synchronizer)
Zone Manager

Password: | eessssssse

Global partitions: ¥/ Global partition A
® Global partition B
® Global partition C

¥ Synchronize automatically

= Addanentity Y Delete [ Diagnose B Deactivaterole = Audit trails ~ Cancel

Q If the Global Cardholder Synchronizer is not configured to synchronize automatically, then click
Synchronize now ( £3). Click Apply.
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Once the Global Cardholder Synchronizer has

Connection status: Connected

successfully connected and synchronized with the
Sharing Host, we find can both local cardholders

and global cardholders in our own system.

U4 Open Config Tool - Cardholder management task
O Do you see the new, global cardholders?

e |

# Config Tool % Cardholder...
e (@ © oeuis

First name Last name Picture | Cardholder status Member of Email address

Assistant LittleBoss Profile enabled ~ Management, All employees  assistantlittleboss@genetec.com List of cardholders before the
Global Cardholder-
Customer Service Profile enabled All employees, Operations customerservice@genetec.com Sy nc h ron | Zer was co nflg u red .

Yo1eas paouerpy o

Boss 5 Profile enabled Management, All employees bigboss@genetec.com

Receptionist h‘ Profile enabled All employees, Sales newreceptionist@genetec.com

Slippery Salesman Profile enabled All employees, Sales slipperysalesman@notgenetec.com

Warehouse ~ Guy ﬁ Profile enabled All employees, Operations warehouseguy@genetec.com

M Creste new

cardholder

@ Config Tool % Cardholder...
) & E © o

Firstname | Lastname | Picture Cardholder status Member of Email address

4DIeas pIURADY o

-
Assistant LittleBoss Profile enabled Management, All employees assistantlittleboss@genetec.com

Simpson |  Profile enabled bsimpson@genetec.com

L
'f] Profile enabled Allemployees, Operations  customerservice@genetec.com
Na ¢ Profile enabled Ina@genetec.com
Boss k “. Profile enabled Management, All employees bigboss@genetec.com
Receptionist !v Profile enabled All employees, Sales newreceptionist@genetec.com

Slippery  Salesman ﬂ Profile enabled All employees, Sales slipperysalesman@notgenetec.com

Warehouse  Guy ﬁ Profile enabled All employees, Operations warehouseguy@genetec.com
v,

List of cardholders after the
Global Cardholder- reve—
Synchronizer was configured. crchalder

8 cardholders WA, reun cart

Notice that the global cardholders and their credentials have been imported but not automatically added
to any cardholder groups nor access rules.
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O Double click one of the newly imported cardholders and add them to a cardholder group

First name: Last name:

FR Identity Access rules
Email address:

Cardholder group: | s Operations

+

Advanced
: 1/20/2014 1:10:45 PM
Use extended grant time

Expiration: 'Newver
L Bypass antipassback rules.

Q Click Save and close

The imported cardholder should now inherit access through any access rules that name the cardholder
group to which he/she was added

Test the global cardholders’ access rights
O Identify 1 door where the global cardholder should have access granted (due to his/her
cardholder group membership) and 1 door where he/she should have access denied
0 Open Security Desk - Monitoring task
U Add the 2 test doors to the Monitoring task’s list of Monitored entities

O Test access at each of the doors. Do you see the appropriate access granted and access denied
events?

. Monitoring

Description Event timestamp ~ Source
Access granted Bart Simpson on Office door - Outside 2/7/2014 5:46:44 PM Office door (Outside)
Door opened 2/7/2014 5:46:45 PM |8 Office door
Door closed 2/7/2014 5:46:47 PM Office door

Access denied: No access rule assigned Bart Simpson on Warehouse door - Out 2/7/2014 5:46:56 PM [l Warehouse door (Out)

I H Office door (Outside) Access granted " [ WareAccess denied: No access rule assigned

i SXUaninquRz 2/7/2014 5:46:44 PM Bart Simpson | 2/7/2014 5:46:56 PM Bart Simpson | | &

Bart Simpson Bart Simpson
bsimpson@genete T bsimpson@genete P
c.com c.com

» |E| Warehouse door
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Badge Designer

The Badge designer is a tool that allows you to design and modify badge templates.

e Badge templates can be created, using:

o Cardholder information

o Credential information

o Pictures

o Custom fields

o Other text & images, such as logos
e Badges templates can printed for batches of credentials
Templates can be imported & exported using an XML file

O Open the Config Tool > Access control task - Badge templates
O Click the Add (% ) Badge template button at the bottom left corner
O Immediately rename the new template so you can identify it
U Complete the following:
m (i3

Identity | Badge designer
Properties
Choose card format - 7 ; CRBD (337" x2125°) Unit: Tnches
Select tool. Use to click Right click an
and select an object { Secur"y object on the
Rectangle tool. Use to template
draw a square/rectangle to see more
Ellipsis tool. Use to properties

{firstname} {lastname}

draw circles/ovals
Text tool. Use to insert

text
Image tool. Use to insert
a picture —
Barcode tool. Use to ) |f {firstname} {lastname}
insert barcodes
{Cardholder.Department}
123456789

J

/@' Display the cardholder’s picture B
2 j nt ba Back badge Size
() Select a picture from disk | . o D &/ 100 & iy s 5
— = v: | 0.1458 ¥: 1 0.1458 W 13229
crioncr [— 7 0 |-
Ll el R L) L | x |04063 % |-18229 | | 14688

Image Color and border Size and position

O Once you have saved your new badge template, you can preview cards with your template by
selecting the Credentials tab of the Access control task

# Config Tool B Access control

® Roles and units % Cardholders *% Cardholder groups = & Credentials [BJ Accessrules M. Badge templates [ General settings <
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O Select a credential and click its Badge template tab.
O Click the drop-down menu labelled Unassigned

# Config Tool B Access control

® Rolesandunits % Cardholders *= Cardholder groups # Credentials BY Accessrules & Badge templates | General settings

- [rm——
2 m = :
Identi P rti template
Barack Obama's credential ently. ropertes

Unassigned
@ Dan Copithorne's credenti. s

U Choose your badge template from the list. A preview should appear showing what the card would
look like if it was printed using the selected badge template.

11@61

Cardholder groups & Credentials Accessrules M. Badge templates | General settings g Wi Bart Simpson's credential

= | = 1

Identity Properties | Badge template

. Training template ¥ Print badge

G security

Bart Simpson

Loss Prevention
123456789

onfiguration tool ke Print badge = Audittrails £ Unit discovery tool

= | = K
O Preview several other badge templates Identity ~ Properties | Badge template

Unassigned

Management Team

Operations Team
RE&D Team

Sales Team
Security Team

Training template

Q Click Apply.
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Module 8 - Alarms & Threat Levels

Alarms
Create and configure an alarm

O Open the Config Tool - Alarm task
O Click Add an alarm (,_an) and assign your name to the new alarm immediately
O Select your new alarm’s Properties tab (=)
U Setthe alarm Priority to 100
Click Add recipient (% ) and add your own user profile as the alarm recipient
Click Attach an entity (% ) and add 2 cameras to your alarm
Click Video display option and select Live and playback from the drop-down menu
Click the properties button (E) and choose the picture-in-picture options
Ensure that Content cycling is set to ON with a dwell time of 5 seconds
Click Apply (¢¥)
O Select your new alarm’s Advanced tab (f;% )
Set the Reactivation threshold to 5 seconds
Set the Alarm procedure (URL) to ON and set the path to http://www.google.com
Set the Schedule to Always
Set Automatic acknowledgement to OFF
Set Create an incident on acknowledgement to OFF
Set the Color to anything you would like
Click Apply (¢)

O0O0D00O0

[

OCOoOO0D00O

Test your alarm by triggering it manually
O Open the Config Tool > Alarm task
O Open the Security Desk - Options menu. Select Alarms and make the sure Alarm options are
configured to display the alarm in a popup window. Click Save

Options

General

v Keyboard shortcuts

m Visual

’b User interaction

¥ Bring Security Desk in front of other windows

¥ Play a sound: 3 Bells v |Once

Events
v Display in: @ Popup
W Video Alarm monitoring task (and bring to front)
Map (and bring to front)

" Performance
(L Peripherals

D Automatically display alarm in unpacked mode

Snooze time: | 00h 00m 30

6 Date and time

%, External devices
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In the Config Tool's Alarm task, select your alarm and click the Trigger alarm (0 ) button at the
bottom of the page. You should receive the alarm in your Security Desk regardless of which task, if
any, is open. The alarm highlight color will be the one configured in the alarm’s Advanced tab.

L

19 Dan (Axis M033-W (playBScil<>
| ] JESRN |

Tasks
- F ) 5

Private tasks
Monitoring Maps Alarm monitoring
Public tasks

Tools .D t"

Visitor People counting  Hotlist and permit Inventory
Options management editor management

Inspect the alarm video. Do you see the rotation of 2 cameras and a web page?
Is the picture in picture image the way you had configured it in your alarm properties?
Click the Default acknowledge widget (+ ) to dismiss the alarm
Click the Security Desk Home tab ( EIENI=Y )
Click Options > Alarms
O Check the box beside Bring Security Desk in front of other windows
O Check the box beside Play a sound and select a sound file
O Change the Display in option from Popup to Alarm monitoring task (and bring to front)
O Under Miscellaneous alarm options, set the Snooze time to 20 seconds. Click Save.
In your Config Tool - Alarm task, select your alarm
Select your alarm’s Advanced properties page and toggle the setting Create an incident on
acknowledgement to ON. Click Apply
Ensure your Security Desk is connected and that no tasks are open. From your Config Tool's Alarm
task manually trigger your alarm again. This time, it should display differently in your Security Desk.
Did your Security Desk open a new Alarm Monitoring task and display the alarm in a tile instead of
showing the alarm as a popup from the notification tray?
Try the different alarm widgets like Show procedure (), Snooze (), and Forward (“®)
Click the composite entity icon (“®) at the top of the alarm tile
Click Unpack What happens? Click Pack tile (I )
Click Default Acknowledge (#)
Enter some text in the incident report. Click Create
In the Security Desk, close all tasks except a Monitoring task, Remove any cameras from tiles
Click the Security Desk Home tab ( IR0 )
Click Options = Alarms
O Change the Display in option from Alarm monitoring task (and bring to front) to Popup.
O Click Save
Select (click) tile #2 in the Monitoring task and press alt+A to arm the tile for alarms
Trigger an alarm again. Did it show up in the armed tile (red number tab) instead of the notification
tray or the Alarm Monitoring task?

Module 8-3



R
2 4% Dan (Axis M1033-.. ©

4 ® SV16-B1ID72B9AFC
» B Alicams
» E Building_Dan
» B Remote office

P S
# ' Training sequence

Dan'salarm @

Test your alarm by triggering it automatically
U Use the Config Tool > System task > Actions to configure an automatic event/action link:

e Event = Door forced open > Action = Trigger alarm (use your door & alarm)
U Test your automatic alarm trigger by manually toggling your door monitor input

Threat levels
Create and configure a threat level

O Open the Config Tool = Logical view task. If you don’t have your own area, create one now. Drag
and drop your door into your area
0 Open the Config Tool - System task - Threat levels
O Click Add an item (%) to create a new threat level
O Name your threat level after your own user name
Select a colour for your new threat level
Under Activation actions, Click Add an item (&)
Select the action Start recording, and select a Camera
Under Activation actions, Click Add an item (% ) again
Select Add a bookmark, select your own Camera and type the message: Threat level
activated (YourThreatLevelName).
Under Activation actions, Click Add an item (& ) again
Select Send a message, select your own user as the recipient and type the Message:
(YourThreatLevelName) has been activated
(Will only work with SMC’s): Add an item = Set minimum security clearance: 50
Under Dectivation actions, Click Add an item (%)
Select the action Stop recording, and select your own Camera, select Stop in: Now
Under Deactivation actions, Click Add an item (% ) again
Select Add a bookmark, select your own Camera and type the message: Threat level
deactivated_(YourThreatLevelName).
Under Deactivation actions, Click Add an item (% ) again
O Select Send a message, select your own user as the recipient and type the Message:
(YourThreatLevelName) has been deactivated
a  (Will only work with SMC’s): Add an item - Set minimum security clearance: 99

Oo00D 0o cooo0@o

()
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O Click OK. Click Apply

Test your threat level
O Inthe Security Desk, double click the threat level icon in the notification tray

Select your Area, select your Threat level and click Apply

You should receive your treat level activation message

Display your door in the Monitoring task

Try presenting credentials to your door reader. If the door is controlled by an SMC, any cardholders
whose clearance level is a value higher than 50 should get access denied.

U Double click the threat level icon in the notification tray again

U0 Remove your threat level from the area

One at a time, please:

O Inthe Security Desk, double click the threat level icon in the notification tray
O Apply your threat level to the entire system instead of your area.
All users connected with the Security Desk should see a colour change to the Security Desk skin

Module 8-5



Automated emails & reports

Create a custom report and configure a Scheduled task to run the report and send it to a user by email on a
weekly basis.

Creating a customized report template

Start by creating a customized report by configuring a Security Desk investigation task and saving it.

Archives Bookmarks Motion search Camera events Video file player Forensic search Area activities Door activities Cardholder
activities

Visitor activities Area presence Time and Credential Credential request  Elevator activities Visit details
attendance activities history

Py B . E @ @ § e

.

Inventory report Daily usage per Logons per Reads/hits per day Reads/hits per Zone occupancy Intrusion Intrusion
Patroller Patroller zone detection ar... detection u...

B = b P @

Asset activities Asset inventory Transactions Alarm report Zone activities

33 different Investigation tasks (reports) can be run by the Task scheduler
The following is an example investigation task only. Feel free to configure any other investigation task:

O Open Security Desk - Investigation task = Door activities task.
Configure the search filters as: # SecurityDesk | 3 Door activities

Doors

Fy | g 1si floor
U Doors: Select your door ’ Front Door
» Loading Dack
PE‘ Storage Room
E 2nd floor

O (Optional: select cardholders)
O (Optional: select credentials)

O Event timestamp: (Relative) During the last 1 week

O Events: Access denied and Access granted I ez
v rﬂ Access granted

rf Door closed
IB_Door forced open

O Click Generate report Generale report

Query Logical view
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Does your report display the expected results? The report results will be found in the report pane of
the Security Desk Door activities task:

& Security Desk 8 Door activities

Doors

Door Side  Firstname  Lastname | Picture Credential Supplemental |  Event timestamp *

4 B 1stfloor
» B Front Door
» 7| B Loading Dock

Access granted Storage Room Outside Bart Simpson {  BartSimpson's credential 1/31/2014 10:47:0

Access denied: No access rule assigned  Storage Room  Outside Bill S4ip Visitor' 1/31/2014 10:46:1
= 2nd floor

Access granted Storage Room Inside  Eleanor Shelby _r;v Eleanor Shelby's credenti 1/31/2014 10:45:0:

Cardholders ¥ =

Credentials = E
el | R |
L]

Tie

¥ (B Access denied
¥ [ Access granted
[@ Door closed
[@ Door forced open

Generate report General /| Transaction

Query| Logical view

Access granted Storage Room Outside Eleanor Shelby r 1/31/2014 10:44:4.

&5
Access denied: No access rule assigned Storage Room OQutside Ludwig van Beethoy *5‘ Ludwig van Beethoven's ¢ 1/31/2014 10:43:1!

« »

| s

Try the F9 keyboard shortcut to show tiles only, report only, or both.

Right click one of the column headers and click Select columns (or, CTRL+Shft+C)

Remove the column Supplemental credential from the fields displayed (Click €)

Select the Event timestamp field and push it up () to the top of the list. Click OK

Did the report’s displayed columns and order of the columns change?

Click the Export report button and export to PDF format on your desktop. Examine the exported file.
Right click the Door activities task tab and select Save as

& Security Desk 8 Door activities o
Rename task

Doors

4 B 1stfloor
lranted

» Front Door Send...
» 7 B Loading Dock

Close task

» E 2nd floor Close all tasks

Henied: No access rule assigned

Close all other tasks

Save the report as a public task and give it a name you will recognize
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Creating a scheduled task

Now that you have a customized report saved as a public task, we can use the task scheduler to run the

report

a
a
a

Done.
every
Room

and send it to the Security Manager every Monday morning.
Open Config Tool &> System task - Scheduled tasks
Click Add (% ) Scheduled task. Name your scheduled task immediately
Select your scheduled task’s Properties tab
Configure the following properties
edules @@ Scheduled tasks $ Macros B Output behaviors < [ & Weeldy storgae room report
m el
Identity | Properties
Status ACt'Ve Status: Q .
Recurrence: 'Weekly v Time: |07:30:00 AM & | Day: ¥ Monday Friday
. o Tuesday Saturday
ReCU rrence: A Time is local to the Dir Wednesday Sl
Weekly / MOﬂ. 0730 Thursday
Action: | '@ Disarm intrusion detection area
£ Disarm zone
Action: Email a repOI‘t —— * Display an entity in the Security Desk

L] Email a report
" Go home

Repo re: (yOUI' report) Report: M Storgae room Door activities

Recipients:

o ) ¥ Admin
Recipients: (who will T AutoVu

receive report) ¥ 1 Dan

¥ Patroller

LY

Export format: PDF Export format: |PDF

Click Apply et el S S

According to the configurations above, the Security Manager, Dan will receive a PDF report by email
Monday morning. The report will show all access granted and access denied events at the Storage
door over the last week.

If there is no email server accessible for the Genetec server to send emails, you may not be able to test any

further.
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Module 9 - Maintenance & Troubleshooting

Hardware inventory task
Generate a Hardware inventory report
U Using either the Security Desk or the Config Tool, open a new Hardware inventory task
(Maintenance)
O Inthe query filters pane on the left hand side, turn off the Units filter and turn off the Source group
filter
U Click Generate Report

@ Config Tool M Hardware in...

Units

E— All filters OFF Unit Unit type Manufacturer  Product type Role Firmware version = IP address Physical address
® AisMI033-W  Video Axis AXIS M1033-W = Archiver 550.5.1 192.168.100.60  AC-CC-8E-1F-1F-EF
® Axis P1344 Video Axis AXIS P1344 = Archiver 54092 192.168.100.52  00-40-8C-A2-50-B4
@ SCLOCBF15003D6E Access control Genetec Synergis Cloud Link % Access Manager 103.355.0 192.168.10030  OCBF15003D6E

® SNC-CH110 Video Sony SNC-CH110 = Archiver 1.73.00 192.168.10056  D8-D4-3C-05-A4-C1
® SNC-DH210 Video Sony SNC-DH210 = Archiver 1.73.00 192.168.100.100 78-84-3C-21-91-FE
= XML import LPR Genetec &5 LPR Manager

Generate report

O Click Export report. Save your inventory report as a Microsoft Excel file.
O In the query filters pane on the left hand side, turn on the Units filter and turn on the Source group
filter. Try different combinations of query filters

Access troubleshooter tool
Run the Access troubleshooter tool
O Open the Config Tool > Tools = Access troubleshooter.

Detect and diagnose access configuration problems
(who has access, at which access points, and when).

Tasks | s Y <
-
- - L J . 2

Private tasks
Security Desk Access Unit enroliment Unit replacement Move unit Import tool

Public tasks troubleshooter

Tools ' '&* g‘: w

Copy Firmware Database actions Diagnostic data
Options configuration tool upgrades collection tool

About

Module 9-2



Oo0@o

a

Notice the 3 tabs across the top of the Access troubleshooter tool

Access troubleshooter

E’H Door troubleshooter | ‘g Cardholder troubleshooter g Access diagnosis

Under the Door troubleshooter tab try querying who will have access to a given door by setting the
filters: When: / Door: / Door side: and click Go

How many cardholders will have access? Modify the query filter and try again.

Select a cardholder and click the Access diagnosis button at the bottom of the page

Access troubleshooter

m} Door troubleshooter “g Cardholder troubleshooter g Access diagnosis

When: 09/24 /2016 07:38:40 AM -~
Door: | [l OAlab

Door side: | Out

MName First name Last name

/% linus Torvalds Linus Torvalds

Access diagnosis

What happens?

This feature is helpful when you need to verify why someone doesn’t have access to a door
Click the cardholder troubleshooter tab

Under the Cardholder troubleshooter tab try querying which doors will be accessible to a given
cardholder by setting the filters: When: / Who: and click Go

Access troubleshooter

Eﬁ; Door troubleshooter ~ “g Cardholder troubleshooter g Access diagnosis

When: 09/26/2016 09:00:00AM =

Whao: | % Linus Torvalds

Door / Elevator Door side / Floor

QAIab} Dc)c)r Out

QA lab In

R&D }DOOI’ In

R&D Out

Readers

To how many door readers will the cardholder have access?
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System status task

Monitor the status of system components
U Using either the Security Desk or the Config Tool, open a new System status task (Maintenance)
Select Monitor: Applications. Click Refresh now
Select Monitor: Doors. Click Refresh now
Select Monitor: Roles. Click Refresh now
Try monitoring the status of other components

O00O

& Security Desk System status

Monitor: ~ [§ Doors 4 ¥ Search member entities Show: All entities

Entity « Logical path Health
TW-WIN7-SC-1/4th Floor/Suite 400 Online

@ Main Entrance TW-WIN7-SC-1/4th Floor/Suite 400 Online

Intisicn detection area [l Server Room TW-WIN7-5C-1/4th Floor/Suite 400/Engineering/Server Room Online

. ® Intrusion detection units B shipping TW-WIN7-SC-1/4th Floor/Suite 400 Online
» E | 'S Macros
%[ Peripherals
# Roles
/T\ Routes
B Servers

B Zones

6 items (1 selected)
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Health monitoring task

Run a Health statistics report to monitor the overall health of your system.

Q

a
a
Q
Q

Using either the Security Desk or the Config Tool, open a new Health statistics task (Maintenance)
In the query filters in the left hand pane, select a Time range
In the query filters in the left hand pane, select some or, all Source entities

Click Generate report

Click Export report and save it on your Windows desktop

& Security Desk

Event timestamp

® During the last | 1

Specific date

Source entity

Source group

¥ ® Access control unit
¥ 2 Access Manager
B Active Directory

£ Auxiliary Archiver
¥ ¥ Directory
Ml Generic Role
¥ g Health Monitor
B Incident Manager
® Intrusion Manager

W Intrustion detection unit

“* |PR camera unit
PR Manager
# Map Manager
% Media Router
M Omnicast Federation

Generate report

A Health statis...

Source entity
@) Map Manager
Zone Manager
Health Monitor
2 Access Manager
=: Archiver
g? LPR Manager
R Report Manager
Media Router
® SNC-DH210
* SV16-B1D72B9AFC
* XPS8700 - SecurityDesk
® Axis M1033-W
® SNC-CH110
® Axis P1344
@ SCLOCBF15003D6E
K Sv16-B1D72B9AFC
® Entity deleted

Availability
100.00 %
100.00 %
100.00 %
100.00 %
100.00 %
100.00 %
100.00 %
100.00 %
99.98%
99.97 %
99.92%
98.89 %
98.68 %
97.29%
1843 %
99.97 %

0.00 %

Up-time

6d 23 hr 39 min. 40 sec.
6 d 23 hr 39 min. 55 sec.
6 d 23 hr 39 min. 50 sec.
6 d 23 hr 39 min. 36 sec.
6d 23 hr 39 min. 52 sec.
6 d 23 hr 39 min. 35 sec.
6d 23 hr 39 min. 35 sec.
6 d 23 hr 39 min. 45 sec.
1d 6 hr 54 min. 18 sec.
6d 23 hr 44 min. 9 sec.
0.d 10 hr 37 min. 7 sec.
1d 6 hr 33 min. 54 sec.
1.d 6 hr 30 min. 10 sec.
6.d 19 hr 21 min. 36 sec.
1d 6 hr 57 min. 14 sec.
6 d 23 hr 43 min. 56 sec.

0d 0hr0min. 0 sec.

items
Expected down-time
0d 0 hr 20 min. 18 sec.
0d 0 hr 20 min. 2 sec.
0d 0 hr 20 min. 8 sec.
0d 0 hr 20 min. 22 sec.
0.d 0 hr 20 min. 6 sec.
0d 0 hr 20 min. 23 sec.
0d 0 hr 20 min. 22 sec.
0d 0 hr 20 min. 12 sec.
0d 0 hr0min. 0 sec.

0.d 0 hr 12 min. 58 sec.

6d 13 hr 22 min. 20 sec.

0d 0hr0min. 0 sec.
0d 0 hr 0 min. 0 sec.
0d 0 hr4 min. 56 sec.
0d 0 hr0min. 0 sec.
0d 0 hr 13 min. 20 sec.

0d 0hr0min. 0 sec.

Unexpected down-time MTBF

0d 0 hr 0 min. 0 sec. 0.00 hr
0.d 0 hr0min. 0 sec. 0.00 hr
0.d 0hr 0 min. 0 sec. 0.00 hr
0d 0hr0min. 0 sec. 0.00 hr
0d 0hr 0 min. 0 sec. 0.00 hr
0d 0hr0min. 0 sec. 0.00 hr
0d 0 hr 0 min. 0 sec. 0.00 hr
0.d 0 hr0min. 0 sec. 0.00 hr
0dOhrOmin. 22sec. 3091 hr
0dOhr2min. 50sec.  83.87 hr
0dO0hrOmin.31sec.  10.62 hr
0d0hr20 min. 33 sec. 2.78 hr

0d0hr24 min. 29 sec. 7.63 hr

0d4hr33 min. 25sec. 2042 hr
5d 17 hr2 min. 43 sec. 1548 hr
0dOhr2min.41sec.  167.73 hr

6.d 23 hr 59 min. 58 sec  0.00 hr

MTTR  Failures
000hr 0
0.00 hr
0.00 hr
0.00 hr
0.00 hr
0.00 hr
0.00 hr
0.00 hr
0.01 hr
0.02 hr
0.01 hr
0.03 hr
0.10 hr
0.57 hr
68.52 hr
0.04 hr

0.00 hr
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